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1. INTRODUCTION

The State Enterprise Centre of Registers (hereinafter referred to as the Centre of Registers, the
Enterprise) was established in 1997. The founder of the Enterprise is the Government of the Republic
of Lithuania. The institution exercising the rights and obligations of the Enterprise owner is the Ministry
of Economy and Innovation of the Republic of Lithuania. The Enterprise processes data of the Real
Property Cadastre and Register, Address Register, Register of Legal Entities, Population Register,
Mortgage Register, Register of Property Seizure Acts, Register of Wills, Register of Marriage Contracts,
Register of Powers of Attorney, Register of Legaly Incapable Persons and Persons with Limited Legal
Capacity, Register of Contracts; creates, implements, develops and manages information systems of
the mentioned and other registers, keeps register archives.

The State Enterprise Centre of Registers uses modern information technologies for the efficient
performance of the assigned functions. The State Enterprise Centre of Registers is a Qualified Trust
Service Provider. The Certification Authority of the State Enterprise Centre of Registers (hereinafter
referred to as the CA, RCSC) and the Registration Authorities of the State Enterprise Centre of Registers
(hereinafter referred to as the RA), i.e. the Customer Service Centres of the State Enterprise Centre of
Registers and external organisations, with which appropriate function delegating agreements were
concluded, provide the services related to the creation and management of qualified electronic
signature and qualified electronic seal certificates (hereinafter referred to as the
Certificates) and qualified electronic time-stamp services. The Certification Practice Statement of the
State Enterprise Centre of Registers (hereinafter referred to as the CPS) establishes general provisions
for the CA and the RA operation, authentication and identification, requirements for practice, physical,
procedural and staff security control, technical security control, profies of the certificate and the CRL,
administration of the CPS.

1.1.0verview
The CPS contains a detailed description of the CA practices relating to the creation and management

of:

1. Qualfied certificates for electronic signature serving the purpose of verification of electronic
signatures;

2. Authentication certificates serving the purpose of identification of a person in the electronic
environment;

3. Qualfied certificates for electronic seal serving as evidence that an electronic document was issued
by a legal person, ensuring certainty of the document’s origin and integrity .

The trust services and their components (for example, SIM cards, smart cards, etc.) provided by the
CA cannot be specially adapted for persons with disabiities due to their nature and character. However,
the Customer Service Centres of the Centre of Registers are established all over Lithuania and their
premises have been made accessible for persons with disabilties to get the services.
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Certificates are created only for the persons using the Qualfied Electronic Signature or Qualified
Electronic Seal Creation Devices (SSCD/QSCD — Qualified Signature (Seal) Creation Device) (hereinafter
referred to as the SSCD/QSCD).

The CPS is drawn up pursuant to the following legal acts, which are folowed by the CA in proving the
services:

a)

b)

d)

f)

)

h)

Regulation (EU) No 910/2014 of the European Pariament and of the Council of 23 July 2014
on electronic identification and trust services for electronic transactions in the internal market
and repealing Directive 1999/93/EC (hereinafter referred to as the eIDAS);

Regulation (EU) 2016/679 of the European Parlament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data and on the
free movement of such data, and repealing Directive 95/46/EC (hereinafter referred to as the
General Data Protection Regulation);

Commission Implementing Decision (EU) 2016/650 of 25 April 2016 laying down standards for
the security assessment of qualified electronic signature and seal creation devices pursuant to
Articles 30(3) and 39(2) of Regulation (EU) No 910/2014 of the European Parlament and of
the Council on electronic identification and trust services for electronic transactions in the
internal market;

Commission Implementing Regulation (EU) 2015/806 of 22 May 2015 lying down
specifications relating to the form of the EU trust mark for qualified trust services;

Law of the Republic of Lithuania on Electronic Identification and Trust Services for Electronic
Transactions;

Law of the Republic of Lithuania on Legal Protection of Personal Data;

Resolution No 144 of the Government of the Republic of Lithuania as of 18 February 2016 On
the Designation of the Supervisory Body for Trust Services and the Body Responsible for the
Establishment, Maintenance and Publication of the National Trusted List;

Order No 1V-588 of the Director of the Communications Regulatory Authority of the Republic
of Lithuania as of 21 June 2018 On the Approval of the Specification of the Procedure for
Granting Status of Qualfied Trust Service Providers and Qualfied Trust Services and
Incorporation Thereof in the National Trusted List and Provision of Activity Reports of Qualified
Trust Service Providers;

Order No 1V-1055 of the Director of the Communications Regulatory Authority of the Republic
of Lithuania as of 26 October 2018 On the Approval of the Description of the Procedure for
Verifying the Identity and Additional Specific Attributes When Issuing Qualified Certificates for
Electronic Signature, Electronic Seal, and Certificates for Website Authentication;
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Order No. 1V-594 of the Director of the Communications Regulatory Authority of the Republic
of Lithuania as of 4 June 2019 On the Approval of the Description of the Procedure for
Reporting Security and/or Integrity Incidents in Trust Services;

Legal acts of the Republic of Lithuania governing trust services insofar as they do not contradict
the legal act referred to in Point a);

ETSIEN 319 403: Requirements for conformity assessment bodies assessing Trust Service
Providers;

ETSIEN 319 401 General Policy Requirements for Trust Service Providers;

ETSI EN 319 411 Policy and security requirements for Trust Service Providers issuing
certificates;

ETSI EN 319 412 Certificate Profiles;

ETSI EN 319 421: Policy and Security Requirements for Trust Service Providers issuing
Electronic Time-Stamps;

ETSI EN 319 422 Time-stamping protocol and electronic time-stamp profiles;
ETSITR 119 100 on Guidance on the use of standards for signatures creation and validation;

ETSITS 119 101 Policy and security requirements for applications for signature creation and
signature validation;

ETSITR 119 300 Guidance on the use of standards for cryptographic suites;
ETSITS 119 312 Cryptographic Suites;
ETSITR 119 600 Guidance on the use of standards for trust service status lists providers;

ETSITS 119 612 Trusted Lists.

The CPS implements the Qualified Certificate (Electronic Signature and Electronic Seal) Policy
(hereinafter referred to as the CP), the OID thereof is 1.3.6.1.4.1.30903.1.1.7.

1.2.Identification

The CPS shall be published in the repository on the Internet.

The Object Identifier (OID) of the CPS shall be as follows: 1.3.6.1.4.1.30903.1.2.6

Digits separated by dots in this identifier shall have the following meaning:

SUPPORT SERVICE, tel. +370 5 268 8388, 24 hours per day.
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Title Value

ISO 1
ISO recognised organisation 3
US Defence Department 6
Internet 1
Private company 4
Private company registered with TANA 1
State Enterprise Centre of Registers 30903
Unit (RCSC) 1
Document type (Certification Policy Statement) 2
Document version 6

1.3.Public Key Infrastructure Participants
1.3.1 Certification Authorities

The Centre of Registers as the Trust Service Provider manages the following Certification Authortties:
the Root CA - RCSC RCA and the Issuing CA — RCSC CA (they both make the CA, RCSC).

The CA creates and issues the Certificates of Root CA, the Issuing CA, Certificates for user
authentication, qualified electronic signature, qualified electronic seal, also manages the Certificate
Revocation List.

1.3.2 Registration Authority

The Registration Authority (the RA) identifies and authenticates the certificate users, accepts their
applications to issue and update the certificates, to suspend their validity, produces and issues the
SSCD/QSCD.

The RA functions are performed by the Customer Service Centres of the Centre of Registers and the
external organisations, with which appropriate function delegating agreements were concluded.

1.3.3 Certificate users

Certificate users shall be the users of trust services (hereinafter referred to as the subscribers), owners
of qualified certificates and parties relying upon certfficates.

SUPPORT SERVICE, tel. +370 5 268 8388, 24 hours per day.
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The subscribers shall be natural and legal persons who enter into agreements on the provision of trust
services with the CA for the creation of certificates for them or the persons representing them.

Qualffied electronic signature certificate owners shal be natural persons who verify their electronic

signatures with qualified certificates created by the CA, or use the certificates for personal
authentication in the electronic environment.

Qualified electronic seal owners/creators shall be legal persons who use qualified certificates for
electronic seal as evidence that an electronic document was issued by a legal person, ensuring certainty
of the document’s origin and integriy.

Relying parties shall be all natural persons and legal entities who rely upon electronic identification and
trust services.

1.34 Relying parties

Relying parties shall be information systemsand registers administered by the Centre of Registers,
natural persons or legal entities using electronic documents or data verified by the certificates issued
by this Public Key Infrastructure (the PKI).

135 Certificate applicability
On the basis of the current CPS, the following shall be created and managed:

a) Qualfied certificates for electronic signature serving the purpose of verification of qualfied
electronic signatures;

b) Authentication certificates serving the purpose of identification of a person in the electronic
environment;

c) Qualfied certificates for electronic seal, ensuring the origin and integrity of data in electronic
form.

The purpose of use of the certificates shall be indicated in the certificate fields “key usage” and
“enhanced key usage”. Certificates may not be used for any other purposes.

The Certificates shall be issued in to the SSCD/QSCD of 3 (three) types:

a) SSCD/QSCD (flash memory, smart card or other) used when connected to the computer
workplace;

b) SIM SSCD/QSCD used along with the mobile phone;

c) HSM type QSCD.

SUPPORT SERVICE, tel. +370 5 268 8388, 24 hours per day.
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Qualified certificates for electronic seal may also be issued in non-qualified devices (issued along with
non-qualified seal creation devices), in which case a certificate shall be created in accordance with the
Profile of a qualified seal in a non-qualified device under Chapter 7.5.3 of the CPS.

Certificates are created only for the SSCDs/QSCDs that are compliant with the requirements of eIDAS
(Article 29, Article 30 and Article 51 (1) of eIDAS for qualified certificates for electronic signature, Article
39(1), Article 39(2) and Article 51 of eIDAS for qualified certificates for electronic seal).

Electronic signature certificates created in line with the current CPS shall not be issued to legal persons,
i.e. only a natural person may be the owner of a certificate for electronic signature; however, only a
legal person may be the owner of a qualified certificate for electronic seal.

Qualified and authentication certificates for electronic signature issued by the CA are
associated with natural persons, while qualified certificates for electronic seals — with legal
persons. The CA does not issue certificates associated with a person’s job duties.

1.3.6 Legal effects of certificates

a) Legal effects of electronic signatures. An electronic signature shall not be denied legal effect
and admissibility as evidence in legal proceedings solely on the grounds that it is in an electronic
form or that it does not meet the requirements for qualified electronic signatures. A qualified
electronic signature shall have the equivalent legal effect of a handwritten signature. A qualffied
electronic signature based on a qualfied certificate issued in one Member State shal be
recognised as a qualified electronic signature in all other Member States;

b) Legal effects of electronic seals. An electronic seal shall not be denied legal effect and
admissibiity as evidence in legal proceedings solely on the grounds that it is in an electronic
form or that it does not meet the requirements for qualified electronic seals. A qualified
electronic seal shall enjoy the presumption of integrity of the data and of correctness of the
origin of that data, to which the qualified electronic seal is linked. A qualified electronic seal
based on a qualified certificate issued in one Member State shall be recognised as a qualified
electronic seal in all other Member States.

1.4.0Organisational Structure of the Trust Service Provision
The following units shall ensure execution of the CA functions:

- E-signature Certificates Division, which is responsible for the preparation of the CPS and
establishment of the procedures for the provision of services as well as supervision of their
implementation, creation, revocation of the certificates, compilation and publication of the
Certificate Revocation List;

- Service Desk — Monitoring Division, which is responsible for accepting requests to suspend
validity of the certificates and suspension of the certificates;

- Consultation centre, which is responsible for providing consultations on the issues related to the
creation and management of the certificates;

- IT Support Division, which is responsible for the preparation of SSCD/QSCD equipment;

SUPPORT SERVICE, tel. +370 5 268 8388, 24 hours per day.
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- IT Infrastructure Department, which is responsible for the maintenance and administration of
hardware and software for the creation, management of the certificates, qualified electronic
time-stamps.

Execution of the RA functions shall be ensured by the Customer Service Centres of the Centre of
Registers and the external RA, with which appropriate function delegating agreements were
concluded.The delivery of SSCD/QSCD and subscriber's certificates directly to the end owners of
certificates is an obligation of the Customer Service Centres.

Pursuant to eIDAS, the CA shall remain responsible for all the trust services being provided and trust
service practices being implemented; however, the rights, obligations and liability of third parties shall
in all cases be detailed in concluded agreements and in the CPS, the CP.

The CA functions shall cover:

a) Verification of authenticty and lawfulness of applications submitted to the RA to create
certificates, to revoke or suspend certificates, to withdraw the certificate suspension;

b) Creation of certificates;
¢) Preparation and provision of the SSCD/QSCD;
d) Suspension and revocation of certificates, and withdrawal of the certificate suspension;
e) Provision of information on the certificate status;
f) 7 (seven) days per week, 24 (twenty-four) hours per day:
1 acceptance of applications to suspend certificates;
1 suspension of certificates;
1 information provision.
The RA functions shall cover:

a) Acceptance and handling of applications to issue certificates, to suspend or revoke certificates,
to withdraw the certificate suspension;

b) Suspension, revocation and withdrawal of the suspension of certificates issued by the RA;
¢) Conclusion of agreements;

d) Person identity verification;

SUPPORT SERVICE, tel. +370 5 268 8388, 24 hours per day.
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e) Preparation of SSCD/QSCD in accordance with the established requirements and their delivery
directly to the end owners of certificates;

f) Information provision.

SUPPORT SERVICE, tel. +370 5 268 8388, 24 hours per day.
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1.5.Sequence of the CA Certificates

Sequence of the Certification Authority of the Centre of Registers (CA) Certificates shall be based
upon two-level hierarchy. The self-signed certificate shall be used for signing the publc key
certificate of the Root CA on Level 1. The Root CA certificate shall be used for signing the certificates
of the Issuing CA and Issuing CA on Level 2.

The following shall be signed using the certificates of the Root CA, the Issuing CA and Issuing CA-2 :
Certificate Revocation Lists (CRL), which were issued by the CA;
OCSP responder certfficates;
The Time-Stamping Authority (TSA) certificates;
Certificates of natural persons and legal entities;
Infrastructure certificates.

Sequence scheme of the CA certfificates is given below.

Hierarchy of the RCSC certificates

Internal certificates of Public certificates of the RCSC Internal certifikates of
RCSC RCsC
Root CA (RCSC RCA)
Generates and approves certificates itzelf
h 4 h 4 h
Infrastricture leguing CA Root CA OCSP responder lzsuing CA-2 Infrastricture
cerificates 3 (RCSC ICA) {Root RCEC OCEP) (RCSC ICA-2) > certificates
Approved by the 1GA Approved by the RGA Approved by the RGA Approved by the RGA Approved by the ICA-2
Qualified signature | | Qualified signature | |
—» cerificate certificate i
Approved by the ICA Approved by the ICA-2 <
[ [
Certificate for secure || Certificate for secure [ |
™ authentication authentication R
Approved by the ICA Approved by the ICA-2 e
[ [
Issuing CA OCSP ssuing CA-2 OCSP
3 responder responder ‘
{Is5uing RCSC GA DOSF) {lssuing ACEC CA-2 OGSF)
Approved by the ICA Approved by the ICA-2
TSA2 TSA3
~—>» (RCSCTSA2) (RCSC TSA3S)  |&—
Approved by the ICA Approved by the ICA-2
Length of key used
RC5C RootCA RSA 4096 bits
RCSC IssuingCA RSA 2048 bits
RC5C IssuingCA-2 RSA 4096 bits
RCSC RootCA OCSP RSA 2048 bits
RCSC IssuingCA OCSP RSA 3072 bits
RCSC IssuingCA-2 QCSP RSA 3072 bits
RCSCTSA2 RSA 3072 bits
RCSCTSA3 RSA 3072 bits
Qualified signature certificate RSA 2048 bits, ECC 256 bits
Certificate for secure autenthication |RSA 2048 bits, ECC 256 bits
Infrastructure sertificate RSA 2048 bits, ECC 256 bits

Scheme 1. Heerarchy of the CA Certificates

SUPPORT SERVICE, tel. +3705 268 8388, 24 hours per day. 16



1.6.Contact Details

16.1 Organisation that approves and manages the CPS
Organisation: State Enterprise Centre of Registers
Address: Lvovo str. str. 25-101, 09320 Vilnius, Lithuania
Telephone: +370 5 268 8202
URL: www.registrucentras. It
E-mail: info@registrucentras.|t

1.6.2 Contact person

Person responsible for the conformity of the CPS to the CP and for the administration of the CPS shall
be:

Head of e-Signature Certificates Division of the State Enterprise Centre of Registers,
Vinco Kudirkos str. 18-3, LT-03105 Vinius, Lithuania,
Tel.: +370 5 2688 262,

E-mail: info@ekktronins. k

For security and integrity violations please contact by phone number_85 2688 262 or by e-mail
info@elektroninis. It

1.6.3 Information about the services provided by the CA

The CA website www. elektroninis.lt provides information about ordering of certificates, status of orders,
the up-to-date CRL list, documents to be provided in order to receive the CA services. This website also
contains the up-to-date versions of the CP, the CPS, the TSP and the TSPS.

SUPPORT SERVICE, tel. +370 5 268 8388, 24 hours per day. 17
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2. GENERAL PROVISIONS

2.1.0bligations

Obiligations shall fall into two groups:

a) the CA obligations, by separately defining the RA obligations and obligations of the Support
Service;

b) the obligations of the certificate users, by separately defining the obligations of the subscribers,
certificate owners and relying parties.

2.1.1 The CA obligations
The CA shall undertake to folow the requirements specified in Chapters 3 to 8 of the current CPS.
The CA shall undertake to:
a) ensure security of the CA private cryptographic keys (hereinafter referred to as the keys);
b) revoke the certificates if it is established in accordance with the procedure provided for by
legal acts that the certificate issued to the certificate owner and/or the SSCD/QSCD device no

longer complies with the requirements of eIDAS;

C) ensure proper personal identity verification of a natural/legal person to whom certificates are
issued;

d) ensure that applications to issue certificates are being accepted and handled pursuant to the
CP and the CPS provisions;

e) provide the certificate users with accurate and true information enabling to:

o check the certificate validity;

o draw attention to the procedures for, and restrictions on, the certificate use;
f) accept applications to revoke or suspend the certificates:

o accept and handle applications to revoke or suspend the certificates, as provided for
in the CP and theCPS;

o withdraw suspension of the certificates upon expiration of the set suspension period;

g) accept applications to withdraw the certificate suspension:
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o acceptand handle applications to withdraw the certificate suspension, as provided for
in the CP and the CPS;

o remove the certificates, suspension thereof has been withdrawn, from the Certificate
Revocation List (hereinafter referred to as the CRL);

ensure personal data protection pursuant to the General Data Protection Regulation and other
legal acts of the Republic of Lithuania, which establish the requirements for the personal data
security;
ensure secure preparation of the SSCD/QSCD (use only the SSCD/QSCD compliant with eIDAS
for generation and storage of cryptographic keys and storage of Certificates created for
persons relating to these keys: certificates for electronic signature — Articles 29, 30 and 51 of
eIDAS; certificates for electronic seal — Article 39(1) and (2) and Article 51 of eIDAS) and
delivery to the persons;
at any time, publish in the repository:

o the CP, the CPS;

o the CRL.

The RA obligations

operating in accordance with the current CPS, shall undertake to:

accept personal applications to create certificates, verify the person’s identity and other
submitted data necessary for creating the certificates;

accept applications to suspend or revoke certificates, or to withdraw the certificate suspension,
and verify the person’s identity as well as authorisation to submit such applications;

suspend, revoke certificates or withdraw their suspension;
transfer verified data on applications meeting all the requirements to the CA;

following the security requirements laid down in the CP and the CPS, record and transfer
certificates and SSCDs/QSCDs to the persons who ordered them;

provide persons with the information regarding the certificate creation and management
issues;

if the RA functions are performed by the third party, adhere to the agreement concluded with
the CA;
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h) inform the certificate owners or the subscribers that it is mandatory to collect the prepared
SSCD/QSCD within 90 calendar days from the day the certificates were recorded in the
SSCD/QSCD. After expiration of this term:

1 in case the certificates with new SSCD/QSCD are issued: the order and the produced
certificates shall be revoked, the SSCD/QSCD shall be returned back to warehouse. The
payment shall not be refunded and the SSCD/QSCD shall not be given to the certificate
owner or the subscriber;

1 in case the certificates are updated: the order and the produced certificates shall be
revoked, the payment shall not be refunded. The SSCD/QSCD of the certificate owner or
the subscriber shall be stored for 1 year from the day of recording the certificates in the
SSCD/QSCD. After expiration of the 1-year term, the SSCD/QSCD shall be destroyed.

213 Assessment of the operations of the RA

The CA shall periodically every 1 (one) year or after significant amendments to the CP and the CPS,
carry out inspections of the obligations and functions of the RA. Assessment of the functions and
obligations of the RA shall include the following:

a) information on the terms and conditions of certificate creation published by the RA;
b) the procedure for identification of the person, who wants to buy certificates;

c) security of the RA staff;

d) the procedure for revocation or suspension of certificates issued by the RA;

e) the procedure for archiving and storage of the documentation received in the course of
provision of certificate issuing services;

f) physical and procedural security of the premises and equipment used by the RA.

214 Obligations of the Service Desk

The Service Desk shall undertake to:

1 Accept applications to suspend the certificate, technically suspend the certificate and provide
information regarding the certificate creation and management issues via telephone 7 (seven) days
per week 24 (twenty-four) hours per day.

215 Obligations of the subscribers and certificate owners

To obtain and use the certificates, persons must familarize with the CP and the CPS, and undertake
to:
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a) submit accurate and complete information to the RA, as required under the CPS;

o use the pair of public and private keys only for the purposes indicated in the CP and
the CPS, following the restrictions specified in the certificate;

b) obligations of certificate owners:

0 exercise reasonable care to avoid any unauthorised use of their private key by other
persons;

o notify the CA immediately, but not later than within 12 (twelve) hours, if any of the
following events occur during the certificate validity period:

A a private key has been lost, stolen or otherwise compromised;

A activation data authorising the use of a private key (PIN code, etc.) have been
disclosed;

A inaccuracies in the certificate have been detected, or changes need to be made
thereto.

c) if aprivate key has been compromised, urgently cease its use.
2.1.6 Obligations of the relying parties
Parties relying upon the certificates created by the CA must familarize with the CP and the CPS.

The relying parties must make sure that the certificate has been valid during a signature creation
process. The certificate status shall be verified by using OCSP, or the CRL stored in the repository.

A certificate shall be further verified following the information contained in the certificates. Signature

verifiers must give a due consideration as to whether restrictions on the certificate use have not been
breached.

2.2.Liability
Liability of the trust service providers creating certificates shall be established by eIDAS, legal acts of
the Republic of Lithuania governing trust services insofar as they do not contradict eIDAS and the
concluded agreements.
2.2.1 The CA liability
The CA shall be liable for the following:

a) the accuracy of the created certificates and of the data contained therein;
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b) the fact that the natural person /legal entity specified in the created certificates is the holder
of the signature formation data, which are consistent with the signature verification data
specified in the certificates;

c) consistency between the signature formation data and the signature verification data, when
the CA creates both of these data at the request of a person;

d) the suspension or revocation of certificates in a timely manner;
e) appropriate publication of the information about validity, revocation of the issued certificates.

The CA shall be liable for any loss incurred by the users in accordance with the procedure laid down in
Article 13 of eIDAS and in the Law of the Republic of Lithuania on Electronic Identification and Trust
Services for Electronic Transactions.

The CA shall assume liability for any loss incurred by the certificate users, which was caused by the
third parties (the RA), to whom the CA delegated part of its functions. The CA shall also be liable for

the qualty and availbility of the services being provided, but only within its operational limits, which
shall include:

a) the infrastructure for the creation and management of certificates that ends at the firewall of
the Centre of Registers adjoining to the public Internet;

b) provision of the service of qualified electronic time stamps — the infrastructure required for
provision of the TSA that ends at the TSA infrastructure external network interface.

The CA shall not be liable for any system faults or disturbances on the part of third parties (registered
beyond the operational limits of the CA and RA) that could possibly result in failures in the provision,
quality and availabilty of the services being provided.

All terms and conditions, restrictions as well as rules relating to the use of certificates shall be specified
in a concluded agreement and in the publicly avaiable CPS and the CP. In that regard, the CA shall not
be held liable for any ilegal actions of the certificate users and other parties that are not associated
with the CA, as well as for any losses incurred by certificate users when they have been duly informed
in advance about the terms and condttions as well as restrictions on the use of certificates and when
the losses were caused as a result of their faiure to comply with the above-mentioned terms and
conditions as well as rules. The CA also shall not assume liability if the loss was incurred due to:

a) force majeure circumstances, which could not be controlled, foreseen or prevented in advance;
b) unauthorised use of certificates (e.g., when the certificate is not valid or when the restrictions

on the certificate use, the rules provided for in the CPS, the CP and the agreements signed
have been breached).
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2.3.Financial Liability

Towarrant financial liabilities, the CA activities shall be covered by insurance, the amount of which is
not less than that stipulated in Articke 10 of the Law of the Republic of Lithuania on Electronic
Identification and Trust Services for Electronic Transactions. The upper imit of liability for any claim is
not less than EUR 30,000 (thirty thousand) per insured event and not less than EUR 90,000 (ninety
thousand) for all insured events per year.
23.1 Indemnification of the certificate users
Certificate users, whose actions caused loss to the CA, must indemnify against loss, whenever:

a) a person requesting certificate creation has submitted inaccurate data;

b) a certificate owner has lost control over the signature/seal creation data that corresponds to
the certificates and did not inform the CA as soon as it became aware of the loss;

C) a signatory has breached the terms and conditions of the agreement on the certificate use
signed with the CA.

2.4.Legal Provisions and Interpretation
24.1 Governing legal acts
Trust services, including certificate creation (verification and validity) services, rights and obligations of
certificate users, requirements for trust service providers and their liability shall be established by the
legal acts specified in Chapter 1.1 of the CPS.
24.2 Dispute resolution procedures
Any disputes or discords between the CA and the certificate users shall be resolved by negotiations. If

the dispute is not resolved in such a way, t shall be settled in the court of the Republic of Lithuania in
accordance with the laws or other legal acts, which are in force in the Republic of Lithuania.

2.5.Fees

Fees for the certificate creation and management services shall be published in the repository.
No fees shall be charged for the CRL provision.

The CA, having received an application of the certificate owner, shall revoke and suspend the certificate
free of charge.

The CP and the CPS shall be published free of charge in the repository.
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2.6.Information Provision and Repositories

2.6.1

Information provided by the CA

Information publicly provided by the CA shall cover:

a)
b)

C)

2.6.2

the CP, the CPS;
information on the certificate status;

various organisational information or information providing evidence of trust services (e.g.,
template of an application to create certificates, agreement regarding the certificate creation,
conclusions of independent audit regarding the CA practices, notices, etc.).

Frequency of information updating

Information provided by the CA shall be updated with the following frequency:

a)

b)

c)

d)

amendments to the CPS shall be made, approved and published as provided for under Chapter
8 of this CPS;

once amended, the data on certificates owned by the CA shall be published immediately;
the CRL shall be updated as frequently as specified in Chapter 4.1.4;
other information to be publshed or having been updated (e.g., application templates,

conclusions of audit regarding the CA practices, etc.) shall be published after its receipt or
preparation within a reasonable time frame.

2.7.Conformity Audit

a)

b)

c)

d)

Conformity of the CA practices with the CP and the CPS shall be audited in accordance with the
internal procedures established by the CA;

Following Article 20(1) of eIDAS, the CA shall be audited every 24 (twenty-four) months by a
conformity assessment body;

Following Article 20(2) of eIDAS, the supervisory body may at any time audt or request a
conformity assessment body to perform a conformity assessment of the CA (at the expense of
the CA), to confirm that the services provided by the CA conform to the requirements laid down
in eIDAS;

Following Article 20(3) of eIDAS, where the supervisory body requires the CA to remedy any
failure to fuffi requirements under eIDAS and where the CA does not act accordingly within a
time imit set by the supervisory body, the supervisory body, taking into account, in particular,
the extent, duration and consequences of that faiure, may withdraw the qualified status of the
CA or of the affected service it provides and inform the body referred to in Articke 22(3) of
eIDAS for the purposes of updating the trusted lists;
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e) Provision of trust services shall be supervised by the supervisory body authorized by the
Government of the Republic of Lithuania.

27.1 Frequency of audit of the CA practices

Conformity of the CA practices with the CP and CPS must be audited after any substantial changes and
updates thereof.

2.7.2 Auditors and their qualification

Internal audtt shall be performed by the staff of e-Signature Certificates Division of the Centre of
Registers, security officer, persons holding exclusive trust roles.

2.7.3 Actions after finding deficiencies

The security officer together with the staff of e-Signature Certificates Division must within 30 (thirty)
calendar days prepare an action plan for elimination of deficiencies.

If the deficiencies found pose a threat to the security of trust service procedures, the security officer
may adopt the decision on temporary suspension of the service provision. In this case, all persons,
whom the CA created certificates, shall be informed accordingly and notified of the time when the trust
service practices are planned to be resumed.

274 Publication of the audit results

Conclusions of the independent audit regarding the CA practices shall be placed in the repository and
made publicly avaiable.

2.8.Confidentiality Provisions

28.1 Scope of confidentiality

The CA manages information, which pursuant to legal acts of the Republic of Lithuania or the
transactions made by the CA has the status of confidential information. Confidential information shall
be considered the information included in the list of confidential, commercial (trade) secret information
of the State Enterprise Centre of Registers approved by the Board of the Centre of Registers.

2.8.2 Obligation of the CA to protect confidential information
a) To ensure the protection of confidential information, the CA shall take preventive measures
with regard to adequate and effective physical, technical, procedural security and staff reliability

controls.

b) When executing the delegated functions, the CA staff must protect the confidential information
during their employment and after it. The staff must sign their commitments to respect
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confidentialty that are stored in the personal fies of the staff or the Document Management
System.

28.3 Non-public information

Non-public information stored and managed following the internal procedures of the CA shall be as
follows:

a) data provided by the applicants to create, suspend or revoke certificates (name, surname,
document type, document number, contact phone number, e-mail address, control question,
control answer);

b) log fie on operations performed by the CA;

c) log fie on shutdowns in the provision of the trust services;

d) log fie on internal and external audit of the CA operations, if publication of audit results may
pose a threat to the CA security;

e) action plans during the incidents;

f) information on the methods of hardware and software protection and on performance of
operations relating to the trust services.

284 Publicly available information
Information recorded into the certificates created by the CA shall not be confidential.
Information, stored in the repository and being publicly distributed, shall be as follows:
a) the CP, the CPS as well as the terms and conditions on certificate creation and management;
b) price lists;
C) user manuals;
d) certificates owned by the CA;
e) the CRL;
f) summaries of the CA practice audit reports prepared by the authorised institutions.
Summaries of the CA practice audit reports shall contain:

a) audt scope;
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b) general assessment by the institution, which performed audit;

c) recommendations regarding improvement of the CA practices.
2.8.5 Information release to the law enforcement officials

Regardless of the degree of publicity, information of the CA may be released to the law enforcement
officials in the manner prescribed for by legal acts of the Republic of Lithuania.

2.9.1Intellectual Property Rights

Certificate users shall have free access to the CP and the CPS. Whenever the CP and the CPS are used,
reference to their source must be indicated.

The CA shall not apply property rights to the created certificates.
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3. IDENTIFICATION AND AUTHENTICATION

This chapter describes rules and procedures for identification and authentication of persons submitting
applications to create certificates (for qualified electronic signature and qualified electronic seal), to
suspend or revoke these certificates, and to withdraw their suspension.

3.1.Conclusion of Agreement
The RA must:

a) prior to concluding an agreement on the provision of trust services, inform a person applying
for the certificate creation about the terms and conditions, restrictions on certificate creation
and management, obligations and liability of the CA, the subscriber and the certificate owner;

b) enable that this information is made available by normal means of communication in a time-
constant form, in an inteligible language, and may be provided in electronic form;

c) require that, in order to prove their identity, natural persons applying for the creation qualified
electronic signature certificates submit personally:

1 a passport or
i an ID card;

1 a residence permit in Lithuania issued by the Migration Department of the Republic of
Lithuania (only for non-cttizens of the Republic of Lithuania)

1 a certificate proving the right to reside in the Republic of Lithuania issued by the Migration
Department of the Republic of Lithuania (only for non-citzens of the Republic of
Lithuania).

Require that representatives of legal entities applying for the creation of qualified electronic
seal certificates submit personally:

1 head of legal entity — a personal identity document;

1 another representative of legal entity — a personal identity document and the original of
the power of attorney to represent the legal entity.

d) A qualified provider or its authorised third party shal also verify identity of the legal entity to
whom certfificate is issued, when identity is verified with an authorised representative of the
legal entity being physically present, on the basis of the following documents provided by the
authorized representative of the legal person:

1 an extract from the register where the data on legal entty is collected and stored, or
if, in accordance with legal acts of a foreign state, such an extract is not issued, another
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document confirming the registration fact of legal entity, which contains the following
data:

- name of legal entity;

legal form of legal entiy;

registered office (address) of legal entity;

code of legal entity (if, in accordance with legal acts of the state, where the legal
person is registered, such a code is assigned);

according to the national legal acts, verify the identity and specific attributes (if applicable) of
persons applying for certificate creation;

assess whether a valid personal identity document has been submitted;

determine whether the submitted personal identity document contains a photograph of that
person;

require that persons applying for the certificate creation provide the contact details, which can
be reled upon when contacting them;

document and store all the information (by making copies or digital copies) used to identify a
person, including the document type, number and restrictions on the document validity and,
if applicable, documents proving specific attributes;

assess the condition of the submitted personal identity document (by paying special attention
to whether the photo, pages or records have not been alttered, corrected or similar);

document and retain the concluded agreement covering:
1 obligations of the certificate owners;

1 termsand conditions on publication of personal data, the certificates and separate data of
the certificates;

1 consent to store information on the registration of the certificate owner, SSCD/QSCD
delivery and other information, and consent to transfer this information to the third parties
folowing the procedures specified in the CP and the CPS, in the event of termination of the
CA practices;

1 confirmation that information provided by the certificate owner is true;

store the colected data specified under Points c) to i) of Paragraph 3.3.1 of the CPS for the
period indicated in the agreement; prior to signing the agreement, the certificate owner shall
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be informed about this period, which is necessary for presentation of evidentiary material of
the trust service practices for judicial proceedings;

m) undertake to process personal data following the General Data Protection Regulation and the
Law on Legal Protection of Personal Data as well as other legal acts establishing the protection
of personal data.

A detailed procedure to be followed for verification of identity and additional specific attributes of
persons, when issuing Certificates, is described in the Procedure for Verifying the Identity and
Addttional Specific Attributes When Issuing Qualified Certificates for Electronic Signature, Electronic
Seal, and Certificates for Website Authentication, approved by Order No 1V-1055 of the Director of the
Communications Regulatory Authority of the Republic of Lithuania of 26 October 2018.

3.1.1 Types (forms) of persons’ names

Certificates created by the CA shall meet the requirements of the X509 v3 standard indicating persons’
Distinguished Names (hereinafter referred to as the Distinguished Names, the DN), which are formed
following the recommendations of the X500 standard. T he certificate DN fields, which arefiled in using
the data provided in the person’s application to create a certificate, are specified in the table below
(see Tabk 1, Table 2).

Table 1 (natural person)

Marking and purpose of the DN field Indicated value
DN of the CA creator
C (Country) LT
O (Organisation) VI Registru Centras - I.k. 124110246
OU (Organisation Unit) RCSC
CN (Common Name) RCSC IssuingCA
DN of the certificate owner
CN (Common Name) Person’s name, surname
G (Given Name) Person’s name
SN (Surname) Person’s surname
Serial number Personal No
C (Country) Country (ISO 3166 code)

E (E-mail address)

Tabke 2 (kgal entity)
Marking and purpose of the DN field Indicated value
DN of the CA creator
C (Country) LT
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O (Organisation) VI Registru Centras - I.k. 124110246
OU (Organisation Unit) RCSC
CN (Common Name) RCSC IssuingCA

DN of the certificate owner
CN (Common Name) Legal person’s name
Serial number Legal person’s registration number
C (Country) Country (ISO 3166 code)

E (E-mail address)

3.1.2 The CA must require that the certificates being created containa
person’s name and surname, and personal number, whereas in case of
certificates for electronic seal — a legal entity’s name and the legal entity’s
registration number. Use of pseudonyms

Without prejudice to the legal effect given to pseudonyms under national law, the use of
pseudonyms in electronic transactions shall not be prohibited.

Pursuant to point (a) of Article 26 of eIDAS which obligates that an advanced electronic
signature shall be uniquely linked to the signatory, the CA shall ensure uniqueness of personal
identifier in the created certificates. Pursuant to the applicable legal acts of the Republic of
Lithuania, the unique identifier of a person shall be a personal number. None of personal data
is written on the physical carrier of any SSCD type issued by the CA.

3.2.Person Identity Verification in Case of Application to Issue a Certificate

Personal identity verification has the following two objectives: to verify whether a person indicated in
the appilication to create certificates really exists and whether the applicant is realy the person who he
claims to be.

The RA shall be perform the procedure for personal identity verification (see Chapter 3.1).Thereafter,
all the data collected during registration shall be sent to the data verifiers.

The data received by the CA from the RA shall be transmitted via the SSL channel. TSP can be
accessed only by known authenticated endpoints (PCs) (controlled by firewall) and only by authorised

persons (authorisation is done by a person’s certificate). All valid/invalid and successful/unsuccessful
requests shall be written in the log database.

If the CA receives incorrect, inaccurate or incomplete data, certificates shall not be issued.

Once issued, certificates shall be assigned the status HOLD in the CDB. At present, when contacting
the OCSP responder, it is replied that the certificate status is REVOKED. The reason provided is
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CertificateHold. The certificate status shall be changed to GOOD by the operator when the device with
recorded certificates is transferred to the user.

The procedure for personal identity verification of natural persons shall cover:

a) verification of authenticity and validity of documents submitted by a person;

b) checking of information provided in the application against the information contained in other
sources (the Population Register) to assure that a person indicated in the application exists
and his identity is authentic.

The procedure for personal identity verification of legal entities shall cover:

a) verification of authenticity and validity of documents submitted by a person;

b) checking of information provided in the application against the information contained in other
sources (the Register of Legal Entities, the Register of Powers of Attorney) to assure that legal

entity and its representative indicated in the application exist and their identity is authentic.

All the information provided to the RA and used for identity verification shal be documented and
retained in the archive.

3.3.Person Identity Verification in Cases of Certificate Updating

The Certificate updating shall not be practiced in course of the CA operations. If personal data has
changed, or in other cases, a new Certificate shall be issued.

3.4.Verification of Identity of a Person Applying for Certificate Revocation

Applications to revoke certificates shall be submitted by a subscriber or a certificate owner.
The procedure for verifying the identity of persons shall include the following:

a) in case an application is submitted by a subscriber, the authenticity of such application as well as
the authorisations to submit it shall be verified;

b) in case an application is submitted by a certificate owner, the procedure for verifying the identity of
such person shall be the same as in case of application to issue a certificate (see Chapter 3.2).

3.5.Verification of Identity of a Person Applying for Certificate Suspension

Applications to suspend certificates shall be submitted by a certificate owner in 2 (two) ways:

a) via the telephone to the Service Desk, tel. (8 5) 268 8388, 24 hours per day. To establish
identity, a person applying for the certificate suspension must tell the following:

0 hame, surname, birth date, personal number;
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o answer the control question;

A certificate is suspended if a certificate owner provides a correct answer to the question, and
the owner is immediately informed about the changes in the certificate status.

b) by visiting the RA and submitting an application as well as the document enabling to identify
a person. The RA shall verify the identity (Chapter 3.1).

Certificates may be suspended upon a request of the authorised institution. In this case, a signed
application in paper or electronic form must be submitted, indicating the data on the certificates to be
suspended and reasons for their suspension. In case of certificate suspension upon request of the
authorised institution, the owner of the certificates is informed about the change of the certificate
status according to the provided contact details.

3.6.Verification of Identity of a Person Applying for Withdrawal of the Certificate
Suspension

Applications to withdraw the certificate suspension may be submitted only in person to the RA. One
application may be used when requesting to withdraw the suspension of several certificates.

Identity of a person applying for withdrawal of the certificate suspension shall be verified in the similar
manner as in case of application to issue certificates (see Chapter 3.5).
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4. OPERATIONAL REQUIREMENTS

This chapter defines the requirements for the CA operations throughout the life cycle of certificates.

4.1.Requirements for the Certificate Life Cycle

4.1.1 Certificate creation

The CA shall ensure that certificates are created and managed in a secure manner. It shall be ensured
that:

a) certificates comply with the requirements for certificates laid down in eIDAS;

b) the certificate creation procedure is securely bound with other procedures of the certfificate life
cycle;

c) procedure for generating a key pair is:
o securely bound with the certificate creation procedure;

o aprivate key is generated using SSCD/QSCD compliant with the requirements of Article
29, Article 30, Article 39(1, 2) and Article 51 of eIDAS;

o the prepared the SSCD/QSCD is being securely delivered to the persons applying for
the certificate creation;

d) personal identification data indicated in the certificate are unique and not assigned to any
other person;

e) both confidentialty and integrity of data used for certificate creation are ensured throughout
the life cycle of certificates;

f) the CA shall ensure authenticity to the RA, which are external in respect to the CA, when
exchanging data on certificate creation.

Certificates shall be created within 7 (seven) working days following the moment of preparation
of the application for processing.

4.1.1.1 Certificate data

The CA shall ensure that the certificates being created contain the folowing data:

a) an indication that the certificates have been issued as qualified certificates for electronic
signature or electronic seal;
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a set of data unambiguously representing the qualified trust service provider issuing the
certificates, including at least the Member State in which that provider is established; in case
of legal entity: the name and registration number;

the name, surname and personal number of the signatory; whereas in case of certificates for
electronic seal —the name of the owner of the seal and code of legal entity;

electronic certificate validation data that corresponds to the electronic certificate creation
data;

details of the beginning and end of the certificates’ period of validity;
the certificate identity code, which must be unique for the CA;

the certificate of the CA issuing the certificate;

the country that issued the certificates;

where the electronic signature creation data related to the electronic signature validation data
is in the qualified electronic signature creation device, an appropriate information of this shall
be at least in a form suitable for automated processing.

Certificate revocation

The CA shal ensure the revocation of certificates. In all cases, the received application shall be
registered in the database on certificates. Certificates shall be revoked and information on the
revocation status of the certificates shall be published no later than within 24 (twenty-four) hours after
the date of receipt of the application (Chapter 4.1.4 of the CPS). Certificates shall lose their validity
from the moment of their revocation and the revocation shall become effective immediately upon its
publication. Non-reversibiity of the certificate status REVOKED is implemented by the limitations set in
the software used by the CA: once the certificates are revoked, the certificate status REVOKED cannot
be replaced by any other status.

4.1.21 Cases of certificate revocation

Certificates shall be revoked in the folowing cases:

a)
b)

c)

upon request of the subscriber, the certificate owner;
if the certificate data is found to be no longer true;

if the certificates are found to have been created on the basis of false data;

d) when the CA who issued the certificates ceases its operations, and any other trust service

provider does not take over trust service practices;
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the CA makes such a decision if the certificate owner is known to not folow the terms and
conditions on the certificate use;

when the certificate owner has lost control over the signature/seal creation data that
corresponds to the certificates;

following the restrictions on certificate validity, as indicated in the certificates during their
creation;

if the subscriber or certificate owner decides to terminate the agreement with the CA who
created the certificates to him;

if security of both the CA private key and the certificate management system in use has been
breached, which in turn poses a threat to reliability of the created certificates;

upon receipt a notification that the certificate owner has become legally incapable or the seal
certificate owner is in the process of being liquidated and deregistered;

k) upon receipt of a notification that the certificate owner has died (in case of a qualified electronic

d)

4.1.3

seal - that legal entity was liquidated);

upon determination in accordance with the procedure established by legal acts that the
certificate issued to the certificate owner and/or the SSCD/QSCD no longer complies with the
requirements of eIDAS;

when the subscriber, the certificate owner does not collect the produced certificates within 90
calendar days from the date of recording the certificates in the SSCD/QSCD. The order of
certificates and the produced certificates shall be canceled.

4.1.2.2 Persons entitied to apply for certificate revocation

the certificate owner;

the subscriber;

a person authorised by the CA (e.g., security administrator);
law enforcement institutions.

Certificate suspension

Pursuant to the national legislation, certificates shall be suspended within 4 (four) working hours
following the receipt of an application. In all cases, suspension of certificates shall be indicated in
the certificate database (Chapter 4.1.4 of the CPS) and information on the suspension status shall
be available in the course of providing information on the status of the certificates. The suspended
certificates shall lose validity for the period of their suspension.
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4.1.31 Cases of certificate suspension

Certificates shall be suspended in the following cases:
a) upon request of the certificate owner;
b) upon requirement of law enforcement institutions, with the aim of preventing offences;

c) upon receipt of information or in the event of suspicion that the certificate data is not true or
the certificate owner has lost control over the signature/the seal creation data that corresponds
to the certificate.

4.1.32 Persons entitied to apply for certificate suspension
Appilications to suspend Certificates may be submitted by:

a) the Certificate owner;
b) a person authorised by the CA (e.g., security administrator);
c) law enforcement institutions.

4.1.33 Withdrawal of certificate suspension

Certificate suspension shall be withdrawn following the receipt of an application of the certificate owner
or law enforcement institution that requested the certificate suspension, or upon expiration of the set
certificate suspension period. If the certificates were suspended due to the reason specified in point ¢)
of Chapter 4.1.3.2 of the current CPS, the certificate suspension shall be withdrawn following the receipt
of an application of the certificate owner and explication denying information received by the CA.

Other aspects of certificate suspension are regulated in Articles 12 and 13 of the Law of the Republic
of Lithuania on Electronic Identification and Trust Services for Electronic Transactions.

414 The CRL updating frequency

The CRL shall be updated periodically even if none of the certificates has been revoked or suspended.
When publishing an ordinary version of the CRL, the time when the next version is published shall be
alays indicated. This information shall be made avaiable at any time to the certificates owners of
electronic signature and electronic seal, and to all relying parties.

Information on validity, suspension or revocation of certificates shall be made available to a person
upon applying to the CA with such request. This information shall be made available in a manner that
is reliable, free of charge and efficient.

The CRL of the certificates issued to persons and the CRL of the Issuing CA shall be updated at least

once every 24 (twenty-four) hours. The CRL of the Root CA, which is kept off-line, shall be updated at
least once every 6 (six) months.
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Publishing of a new CRL from the moment of its generation to the moment of its announcement shall
take no more than 60 (sixty) minutes.

4.1.5 Requirements for checking certificate validity

The status of certificates shall be checked using the OCSP responder and using the CRL.

Signature verifiers must download the current CRL version from the CA repository. Checking of the
certificate status using the CRL shall be acceptable if frequency of the CRL updating is acceptable for

the signature verifier.

4.1.51 Checking of certificate valdity using the OCSP responder

The CA offers a possibility to check the certificate status by using the OCSP responder, which provides
information on the certificate status in real time. The service is provided 24 (twenty-four) hours per
day, 7 (seven) days per week.

4.2.Collection of Log Files on the CA Operations
4.2.1 Logged events

The main operations of the system shall be recorded in the Operation Logs. The operations being
logged shall include:

a) requests to receive certfficates;
b) factson certificate generation;
c) operations on changes to the certificate status;
d) requests and answers regarding checking of the certificate status;
e) suspension and dissolution of the CA;
f) log fie on the CRL generation and publication.
Each log must contain the following information:
a) eventtype;
b) eventidentifier;
c) eventdate and time;

d) identifier or other data enabling to identify a person responsible for such event.
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For the purpose of analysis of actions of information systems, their users and administrators, event
logs of information system components have been created, where the following data shall be entered:

a) information about starting, shutting down or rebooting of information system servers,
application software and other information system components; alo, data about
successful/unsuccessful attempts of login to information system servers, application
software, other information system components;

b) electronic information management actions carried out by information system users;

c) actions carried out by information system administrators.

Operation Log shall be protected by the access management system and signed with the electronic
infrastructure key of the CA.

In addition to the Operation Log, Logs on Registration of the CA System Practices shall be kept, enabling
to monitor the system operation, receive information on shutdowns and errors of the system
operations.

The Diagnostics Log shall record detailed system operations that are used for analysis of the system
functioning, diagnostics and elimination of shutdowns. The main users of the Diagnostics Log shall be
the system developers and administrators. Itis possible to manage the level of detail in the Diagnostics
Log records resulting in @ more detailed or less detaied information about certain system operations.

The Error Log shall record information on system shutdowns and errors, by indicating the time when
the shutdown occurred, source, description and detailed information regarding the shutdown.

System monitoring may be also performed using the standard software.
The Diagnostics and Error Logs shall include the following information:
a) alerts of system firewalls and intrusion detection system (IDS);
b) data on each change to hardware and software;
c) data on changes to the computer network and its connections;
d) data on physical access of the staff into the secure zones and breaches;
e) data on changes of passwords and the staff positions;
f) successful and unsuccessful requests to the CA databases and server application programs;
g) data on generation of the CA keys;

h) history on creation of back-up copies, archival logs, and databases.

39



STATE ENTERPRISE CENTRE OF REGISTERS
Lvovo str. 25-101, LT-09320 Vilnius. Reg. No 124110246. VAT payer’s code LT241102419
Tel.: 43705 268 8202. E-mail: info@registrucentras.lt

4.2.2 Frequency of reviewing of log files on events

Logs on Registration of the CA System Operations and Practices shall be reviewed at least once every
1 (one) month. Each event of major importance or event occurred due to system malfunctioning must
be described. Electronic information of event logs of information system components relating to actions
carried out by information system users and information system administrators shall be revised in
accordance with the terms and procedure set forth in detail in the Description of the Security
Information and Event Management Procedure of the Centre of Registers.

4.2.3 Retention period of log files

Logs on Registration of the CA System Operations and Practices shall be retained for 10 (ten) yearsin
the CA archive. The event logs of information system components shall be retained in a centralised
way for not less than 1 (one) year. The retention procedure is set forth in detail in the Description of
the Security Information and Event Management Procedure of the Centre of Registers.

4.24 Protection of log files

Back-up copies of Logs on Registration of the CA System Operations and Practices shall be made once
per week. If the number of log files exceeds the number estimated for a particular Log, the content of

Log shall be transferred to the archive. Data recorded into the archive shall be signed with the electronic

infrastructure signature of the CA. The encryption key shal be managed by the CA security
administrator.

Logs on Registration of the CA System Operations and Practices may be reviewed only by the CA
security officer, the CA administrators and an auditor. Parameters of the access into the Log shal be
such that:

a) Only the security officer is permitted to place or remove the Log fies from the archive after
expiry of the retention period;

b) it is possible to detect any breach pertaining to data corruption;

c) nobody is entitled to change the Log content.

4.3.Archiving of Data and Documents

43.1 Data transferred into the archive

The folowing shall be transferred to the archive:
a) logs on Registration of the CA System Operations and Practices;
b) database on persons whom certificates have been created;

c) database on certfficates;
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d) the CRLs;
e) history of keys owned by the CA from their generation until destruction;

f) information on correspondence between the CA and commissioned authorities, and
correspondence with the certificate users whom the services were provided.

4.3.2 Documents transferred into the archive
The following documents shall be transferred into the archive:

a) agreements with certificate owners and subscribers;

b) applications to issue, revoke and suspend certificates;

c) copies of personal identity documents (pursuant to Paragraph 7.5 of Order No 1V-1055 of the
Director of the Communications Regulatory Authority of the Republic of Lithuania as of 26
October 2018 On the Approval of the Description of the Procedure for Verifying the Identity and
Additional Specific Attributes When Issuing Qualified Certificates for Electronic Signature,
Electronic Seal, and Certificates for Website Authentication);

d) powers of attorney with reference to legal entity.

4.3.3 Period for data and document retentionin the archive

Data and documents shall be retained in the archive for 10 (ten) years, the subsequent retention
being regulated by the Law on Documents and Archives of the Republic of Lithuania.

434 Archive protection

The archive shall be protected in line with the internal procedures established by the Centre of Registers
and requirements of the Law on Documents and Archives of the Republic of Lithuania.

4.3.5 Backing-up

Back-up copies shall enable to restore the system operation after shutdowns. For this purpose, copies
of the following software and data files shall be made:

a) installation disk with the system software;
b) instalation disk with the CA and the RA application programs;
c) installation disks of the WWW server and repository;

d) copies of history of the CA-created certificates and the CRL;
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e) copy of the repository data;
f) data on persons whom certificates have been created;
g) logs on Registration of the CA System Operations and Practices.

Back-up copies of databases shall be made every day, of other information — once a week. Operation
of the CA systems after shutdowns shall be restored not later than within 48 (forty-eight) hours.

4.4.Security incidents and their management

The CA shall follow the Description of the Security Information and Event Management Procedure of
the State Enterprise Centre of Registers. The aim of the Event Management Process shall be to:

a) faciltate the early detection and investigation of information technology incidents and electronic
information (cyber) security incidents;

b) faciitate, through the management of events, the automated data collection, correlation and
presentation of information;

c) through the use of the Event Management Process implementation measures, collect and store
the data about the operation of the information technology infrastructure of the Centre of
Registers; faciitate a more successful investigation of the detected information technology and
electronic information security incidents and accelerate the implementation of changes, if any,
in the requirements applicable to the Centre of Registers.

In respect to the CA, the Event Management Process shall cover the events that are generated by
information system components and transferred for storage in the form of event logs to the hardware
and software adapted for storage of data and analysed using specialised event log analyser tools.
The Event Management Process shall cover the following types of events:
a) events that designate normal operation of information system components;
b) events that designate unusual operation of information system components;
c) events that designate non-conformties in the operation of information system components.
The Description of the Security Information and Event Management Procedure details the following:
a) the CA event management process performance criteria;
b) the roles assigned to the employees of the CA and their responsibilties;

c) the CA event management procedure;

d) the CA change operating procedure.
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44.1 Incident registration, identification and analysis procedure

The CA shall follow the procedure below:

a)

b)

C)

d)

f)
9)

h)

44.2

a)

in case of shutdowns/incidents in operation of the information system that designate unusual
or non-conforming operation of the information system components, such failures/incidents
shall in all cases be registered in the event log that must be archived and protected from
damage, loss, unauthorized or accidental change or destruction to ensure that the evidence of
offences committed during electronic information (cyber) security incidents is appropriate and
sufficient for law enforcement bodies to establish the fact of offences, and to prevent the
perpetrators of offences from denial of the fact;

in case of registering failures/incidents, such failures/incidents shall be prioritized and identified
in accordance with the Description of the Security Information and Event Management
Procedure. During identification, an eventrecord shall be identified and assigned a category or
priority depending on settings of the specialised event log analyser tools;

during the analysis, it shall be determined whether an event or a universe of events at a given
moment of time meets certain alert generation rules establshed by specialised event log
analyser tools. Where, during analysis, the specialised event log analyser tools determine that
a certain event or a universe of events at a given moment of time meets certain established
alert generation rules, the specialised event log analyser tools shall automaticaly generate the
alert;

administrators of information system components shall revise the generated alert and, where
appropriate, notify responsible persons of the alert, its content and circumstances;

the appointed security officer shall revise the generated alert and assess whether it can be
related to any breach of security or loss of integrity provided for in Articke 19(2) of eIDAS. In
case the incident could be related to any breach of security or loss of integrity provided for in
Article 19(2) of eIDAS, the security officer shall immmediately but not later than within 4 (four)
hours convene a working group. The supervisory body and natural or legal persons shal be
informed about the above-mentioned incidents in accordance with the procedure set forth in
point e) of paragraph 2 of Chapter 4.4.2 of the CPS no later than within 24 (twenty-four) hours;
if the appointed security officer determines that the incident is related to a breach of security
of personal data, he/she shallimmediately inform the data protection officer about this finding;
pursuant to the Procedure for Management of Information Technology Incidents and Electronic
Information Security (Cyber) Incidents laid down by Order of the Director General of the Centre
of Registers, incidents shall be registered with an appropriate marking designating that it is
related to a breach of security or loss of integrity provided for in Article 19(2) of eIDAS;

with a view to ensuring the compliance with legal requirements and retaining the collected data
for potential future investigations of electronic information (cyber) security incidents, the events
shall be retained.

Breakdowns of hardware and software

The CA shall take into consideration the following threats to the reliability and stabilty of the
trust services:

physical vulnerability of the CA computer system, including computer network. This threat also
includes breaches during the incidents;

43



3" REGISTRY

(X_CENTRAS

b)

STATE ENTERPRISE CENTRE OF REGISTERS
Lvovo str. 25-101, LT-09320 Vilnius. Reg. No 124110246. VAT payer’s code LT241102419
Tel.: 43705 268 8202. E-mail: info@registrucentras.lt

shutdowns of the software operation that affect access to data. These threats are related to
the operating system, users’ application programs and harmful programs, e.g. viruses, Trojan
horses, etc.;

c) shutdowns of operation of external computer network impacting the CA interests. These
shutdowns are related to the electric power supply interruptions and communications network
shutdowns;

d) shutdowns of internal network or its part.

2. To avoid or minimise the above-mentioned risks, the CA shall comply with the following

procedures:

a) Elimination of breakdowns. All the certificate users shall be notified as soon as possible,

b)

d)

and by the best means suitable for a particular situation, of any major shutdown of the CA
system or computer network. The appropriate procedures shall be undertaken if the
compromising event occurs (breakdown, disclosure of information, etc.). The CA shall
implement the following preventive measures:

o disk images of each server and workstation shall be made and placed into the archive;

o back-up copies of databases shall be made every day, following the procedures
described in Chapter 4.3.4;

o back-up copies of information on the hard disk of each server shall be made once a
week, following the procedures described in Chapter 4.3.4;

o computers shall be replaced so that the contents of hard disks are restored from the
latest copies;

o following the breakdown, each component of the restored system shall be tested.

Supervision of making changes to the system. Software of the system in use may be
updated only after making thorough testing of new versions of the components being changed.
Any change made in the system must be approved by the CA security officer. If the new
components installed in line with the established procedures result in shutdowns of the system
operation, the system of previous content shall be restored as a matter of urgency;

Additional measures. To safeguard the system against the electric power supply
interruptions and ensure uninterrupted service supply, back-up power resources -
uninterrupted power supply (UPS), diesel power generators shall be used. They supply electric
power to the system for not less than 96 (ninety-six) hours;

Risk assessment. In addition to the above-mentioned procedures, which are observed in

order to avoid threats or minimize the risk of their emergence, a regular assessment of the CA
values and risks shall be carried out, where security risk limits and the main valuables shall be
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determined, taking account of the legislation, objectives, strategy and policy of the
organisation, operational processes, information protection policy, information as assets, social
environment, expectations of stakeholders, and information exchange with the environment.

Provision of information on incidents. The CA shall, without undue delay but in any event
within 24 (twenty-four) hours after having become aware of it, notify the supervisory body
thereof by filing in an incident notification form and, where applicable, within 72 (seventy two)
hours after having become aware of it, notify other relevant bodies, such as the competent
national body for information security or the State Data Protection Inspectorate, of any breach
of security or loss of integrity that has a significant impact on the services provided or on the
personal data maintained therein. The incident notification form provided to the supervisory
body shall be filed in according to the Description of the Procedure for Reporting Security
and/or Integrity Incidents in Trust Services!. Where the breach of security or loss of integrity
is likely to adversely affect a natural/legal person to whom the service has been provided, the
CA shall also notify the natural/legal person of the breach of security or loss of integrity without
undue delay. The supervisory body shall inform the public or require the CA to do so, where it
determines that disclosure of the breach of security or loss of integrity is in the public interest.
Upon such request of the supervisory body, the CA shal immediately inform the public by
using the means available at its disposal.

Private key compromise

In the event of compromise of a private key owned by the CA, which is being used to sign the created
certificates and the CRL, or if the CA private key is suspected to be compromised, the CA shall undertake
the following actions:

a)

b)

c)

444

the certificate users shall be, without undue delay and in any event no later than within 24
(twenty-four) hours after the CA having become aware of it, notified of the compromise of the
CA private key through mass media and other means;

the CA xertificate corresponding to the compromised private key shall be put into the CRL, by
indicating the validity revocation reason;

all the certificates created by the CA to persons shall be revoked, by indicating the revocation
reason.

Security measures after elimination of breakdown causes

Having restored the system after elimination of the security incident, the CA security officer must:

a)

change all the previously used passwords;

1 Order No. 1V-594 of Director of the Communications Regulatory Authority of the Republic of Lithuania of 4 June
2019 On the Approval of the Description of the Procedure for Reporting Security and/or Integrity Incidents in
Trust Services.
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withdraw the right of, and re-entitle for, access to the system resources;

change all the codes (PIN and other) related to physical access to the CA premises and access
to the system components;

revise the rules on the CA network security, physical access to premises and access to the
system components;

inform each system user of the system recovery.

4.5.Termination of Trust Service Provision

Prior to ceasing operations on the trust service provision, the RCSC shall undertake to actin accordance
with the termination plan coordinated with the supervisory body (hereinafter referred to as the
Coordinated Plan), including the following steps (to the extent they do not contradict the Coordinated

Plan):

a)

b)

d)

inform accordingly all the persons, whom it created certificates and whose certificates are
valid, and other trust service providers with whom surety agreements have been concluded,
partners to whom the functions of the CSP, as the trust service provider, have been transferred
on a contractual basis, third parties to whom trust services are provided on a contractual basis,
as well as the supervisory body not later than 9 (nine) months in advance;

taking into account the scheduled date of termination of the service provision, but not later
than 6 (six) months in advance, submit to the supervisory body the following: 1) information
on the transferee of the operations; 2) an agreement on the takeover of the operations; 3) a
Detailed Plan for Termination of Qualified Trust Service Practices;

if, after deciding to terminate the provision of qualified trust services, the operations are not
transferred to any third party, the CSP must ensure that the certificates issued to persons
remain valid during their life cycle and that all information collected (in the course of provision
of trust services) is retained for use as evidentiary materials for judicial proceedings. In order
to fuffi this commitment, the CSP shall ensure OCSP and CRL generation functions until the
expiry of all issued qualified certificates, i.e. both timely expiry and after revocation, as well
acceptance and execution of requests for suspension/revocation of certificates;

if it is impossible to ensure the validity of certificates issued to persons during the period of
their fe cycle, such certificates shall be revoked and private cryptographic keys of trust service
providers used to create certificates for persons, as wel as private cryptographic keys for
signing OCSP requests shall be destroyed immediately after the revocation of certificates
issued to persons. Detailed destruction procedures are set out in the Detaied Plan for
Termination of Qualified Trust Service Practices;

revoke the authorisations of third parties to act on behalf of the CA in providing the trust
services.
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4.6.Plan for the Continuity of the Trust Service Provision

Given the threats to the reliabiity and stabilty of the trust services, the CA follows the rules and
procedures described in the operation continuity management plan that must be observedin order to
restore operations after an electronic information security incident. In this case, an electronic
information security incident shall mean an event or action, which may enable unauthorised access to
the certificate management information system, disturb or change its operation, destroy, damage or
change electronic information, eliminate or restrict the possibility to use electronic information, create
conditions to misappropriate, disseminate or otherwise use electronic information (for example, data
inconsistencies or breach, specific problems, screen notifications, unusual functioning, loss of services,
equipment or means, system faiures or reboots, human mistakes, breach of physical security,
unauthorised changes in the system, unauthorised access, inconsistencies of the security policy etc.).
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5. PHYSICAL, PROCEDURAL AND STAFF SECURITY CONTROLS

5.1.Physical Security Controls

The CA computer system, workplaces of operators, and information resources shall be equipped and
stored in the appropriate site, which is physically safeguarded against any unauthorised access thereto,
any destruction or taking out of the equipment.

To ensure the reliability of the certificate status check service using the OCSP protocol, the service
shall be provided in parallel through two independent branches, which are hosted on two remote
servers and operate in Active-Active mode.

Access to the key components of the system shall be monitored. Access of persons to the system shall
be registered; stabilty of electric power supply, temperature and humidity shall be under surveilance.

An additional telephone hotline shall be installed for automated receipt and storage of voice messages
from individuals requesting to suspend their certificates in the event of an interruption in the operation
of the Service Desk. Upon restoring the operation of the Service Desk, all voice messages shall be
processed in accordance with the requirements set out in this CPS.

51.1 Head office location

The address of the CA head office shall be as follows:

Lvovo street 25-101, LT-09320 Vinius, Lithuania.

RCSC hardware hosting addresses are as follows:

Vinco Kudirkos street 18-3, LT-03105 Vilnius, Lithuania

Lvovo street 25-101, LT-09320 Vinius, Lithuania

5.1.2 Physical access

The general requirements of the internal procedure for entry into the premises of the Centre of
Registers are detailed in Section II of the Rules of Procedure of the State Enterprise Centre of Registers.

With the aim to control physical access to the CA premises and staff activities inside the premises, a
respective video surveilance and audio alarm system operating 24 hours per day has been installed.

Persons vistting the CA shall be received during working days and during working hours approved by
the Order of the Director General of the Centre of Registers. During the remaining time (including days-
off), only the persons authorised by the CA management whose names and surnames are known to
the security service shall have the right to enter the CA head office.

Visitors may enter the CA premises only if accompanied by the CA authorised persons.
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The following 3 (three) security zones of the CA premises shall be distinguished:
a) computer system zone;
b) zone of operators and administrators;
c) zone of developers and programmers.

Computer system zone shall be established in the common repositories of the service stations of the
Centre of Registers. Equipment associated with the trust services shall be stored in separate consoles
of the service stations. Access to the repositories of service stations shall be regulated by the
identification cards’ system.

Access to the zone of operators and administrators shall be regulated by the identification cards’
system. Safe-deposit boxes shall be used for storage of confidential information. Prior to using the
operator and administrator terminals, authorisation of a staff member shall be verified.

Zone of developers and programmers shall be protected in the same manner as the zone of operators
and administrators. Developers and programmers shall not have access to the sensitive (confidential)
information.

5.1.3 Electric power supply and air conditioning

Modern air conditioning systems have been installed in the repositories of service stations of the Centre
of Registers. In the event of interruptions of the electric power supply from the network, back-up power
resources (4 UPSs and 3 diesel electric power generators) shall ensure regular system operation for 96
(ninety-six) hours.

514 Water-exposure protection

Humidity and water sensors have been installed in the computer system zone. They shall be connected
to the security system of all premises of the Centre of Registers. Inttial and recovery actions, responsible
persons in case of water exposure are set out in the detailed plan for the continuity of operation of the
Certificate Management Information System.

5.15 Fire prevention and protection

Fire prevention and protection system, meeting the requirements established by the fire prevention
and protection service, has been installed in the CA premises. The repositories of service stations
contain gas automatic fire-extinguishing systems. Intial and recovery actions, responsible persons in
case of fire are set out in the detailed plan for the continuity of operation of the Certificate Management
Information System.
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5.1.6 Media storage

Depending on the importance of information, storages with archival data and back-up copies of data
shall be kept in the fire-proof safe-deposit boxes located in the zones of operators and administrators.

5.1.7 Waste disposal

Paper and electronic storages containing information affecting security of the CA operations shall be
destroyed using security level P4 shredders as minimum upon expiration of information retention
period. Electronic storages shall be destroyed using devices of DIN3 class (thereby, only storages
containing information, which cannot be fuly erased, shall be destroyed, e.g., cryptographic cards).

5.2.Procedural Security Controls
5.2.1 Staff roles

Roles of high responsibiity pertaining to the CA operations shall be as follows:

a) Security officer. Overall responsibiity for the implementation of the security policy. He/she
shall initiate and terminate the CA services; manage generation of keys and other confidential
data; entitle the CA staff in terms of security and access to the system; provide the initial
passwords to users; supervise the procedures for audit; accept audit protocols and prepare
answers thereto; supervise elimination of deficiencies found out during audit.

b) CA administrators. They shall be responsible for administration of the CA systems. They
shall install and configure the equipment in use; establish the system and network parameters.

c) CA operator. He/she shall be responsible for day-to-day procedures related to the certificate
creation and management; prepare back-up copies of documents.

d) CA system auditor. He/she shall be responsible for the management and review of the CA
System Operation, Event and Error Registration Logs, and performance of internal audit.

Appointment of the above-mentioned roles shal preclude from any abusive usage of the CA systems.
Each system user shall be authorised to perform actions that are appropriate only for his/her role (see
Scheme 3).

Security officer CA administrator CA operator CA system
auditor
Security officer X X X
CA administrator X X X
CA operator X X X
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CA system X X X

auditor

Scheme 3. Roke exclusion matrix (X — roke & not possibk).
5.2.2 Number of staff required to perform the task
Generation and recovery of keys, used by the CA to sign the created certificates or the CRL, require
special attention. At least 4 (four) persons must be involved in the process of the key generation or
rekey: 2 (two) persons performing procedures and 2 (two) supervisors.
5.23 Role identification and authentication
Roles of the CA staff shall be identified and authenticated in the following cases:

a) when making a list of persons who are authorised to access the CA premises;

b) when making a list of persons who are authorised to physicaly access the CA system and
network resources;

c) when alocating accounts and passwords in the CA information system.

Each verification or appointment:
a) shal be unique and exclusively bound with a particular person;

b) may not be shared with any other persons;
c) shal include limited functions (arising from the role of a particular person).

The CA operations that may be performed with shared network resources shall be protected by strict
measures of authenticity verification and encryption of information being sent.

5.3.Staff Reliability Controls
Persons shall be employed according to the requirements of the Labour Code of the Republic of
Lithuania. Employment shall be recorded in an employment contract. Paragraph 26 of the Rules of
Procedure of the State Enterprise Centre of Registers (hereinafter referred to as the Rules of
Procedure) sets forth the main qualification requirements as follows:

a) to have knowledge of the Lithuanian language;

b) to have necessary education or qualification;

c) to have competence in working with computers and using other office equipment;

d) to have knowledge of a foreign language (if necessary).
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In addtion to the above-mentioned general requirements, it shall be ensured that persons performing
the duties assigned to them by the CA:

a)
b)

c)

d)

e)

53.1

who create and manage the certificates have higher education;

have signed the agreement regarding performance of their duties and responsibilities;

have completed internal training regarding performance of their duties assigned to them;
have completed training related to the protection of personal data and confidential information,
have familiarised themselves with security documents and have signed their commitments to
respect the confidentiality of information certifying that they have familarised themselves with

the security documents;

do not have the record of conviction (or the conviction has not expired or has not been
repealed) of intentional crimes.

Staff checking procedure

The persons being employed shall be checked following the general procedure established by
Paragraph 30 of the Rules of Procedure.

In addition to the mentioned checking procedure, in accordance with which an employee’s personal
file shall be drawn up and retained, the employee must confirm that he/she has not been previously
convicted by presenting a criminal record (Certificate confirming the absence of any criminal record)?.
This document shall also be retained in the employee’s personal fike.

5.3.2

Training requirements

The CA staff must have completed trainings and been familarized with:

a)
b)

c)

d)

The CP and the CPS;
The RA procedures;

The CA and the RA security requirements and procedures for checking compliance to these
procedures;

Software of the CA and the RA systems;

2 According to Order No. VE-421 of the Director General of the State Enterprise Centre of Registers of 30 August
2019 On the Approval of the Description of the Procedure for the Implementation of Corruption Prevention
Measures and the List of Positions Checked by the State Enterprise Centre of Registers pursuant to Article 9 of
the Law of the Republic of Lithuania on Prevention of Corruption and the Law of the Republic of Lithuania on
Prevention of Corruption
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e) Liabiity for shutdowns of operations performed by the system;

f) Possible shutdowns of the system operations.
533 Training frequency and requirements

Trainings described in Chapter 5.3.2 shall be conducted once a year, or additional trainings shall be
conducted immediately after major changes in the CA or the RA operations.

534 Requirements for the third parties
Third parties performing tasks on the contractual basis (providers of external services, software
developers, etc.) must meet the same qualification requirements applicable to the CA staff (Chapter
5.3 except for Point a). They shall be checked following the same procedures as applied for the CA
staff. In addition, third parties performing tasks in the CA premises must be accompanied by the CA
staff member. The CA shall delegate and define the relevant requirements to the third parties in
accordance with the tasks provided for in the contract. Third parties are responsible for compliance
with the established requirements.
5.3.5 Documentation supplied to the staff
The CA shall ensure that its staff have access to the following documents:

a) the CP and the CPS;

b) required state registers;

c) descriptions of rights and obligations of the CA system users.
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6. TECHNICAL SECURITY CONTROL

6.1.Generation and Installation of Cryptographic Key Pair

6.1.1 Generation of key pairs

The CA key pairs shall be generated by special workstation connected with hardware security module
(cryptographic module). Hardware security module shall meet the requirements of FIPS PUB 140-2
standard Security Level 3. Actions related to key pair generation shall be recorded, including the date
of key pair generation, and shall be signed by all persons who participated in the generation process.
The log files shall be kept because they might be used later for inspections.

All private keys of personal certificates shall be generated using hardware; therefore, keys are protected
against copying or any other unauthorised use. Certificates shall be created using the SSCD/QSCD
compliant with the requirements of Article 29, Article 30 and Article 51 of eIDAS.

6.1.2 Issue of public key to the certificate creator

The CA shall create certificates for the persons whose keys are generated with the SSCDs/QSCDs
produced by the CA. The generated public key shall be issued to the CA using secure measures.

6.1.2.1 Preparation and transfer of the SSCD/QSCD to the user

The CA shall apply the following measures to ensure the security of the processes of preparation and
transfer of the SSCD/QSCD to the user:

a) issue only the SSCD/QSCD: for qualified certificates for electronic signature —the SSCD/QSCD
shall be compliant with the requirements of Articke 29, Article 30 and Article 51 of eIDAS,
while for certificates for electronic seal — the SSCD/QSCD shall be compliant with the
requirements of Article 39 (1, 2) and Article 51 of eIDAS;

b) before the SSCD/QSCD is assigned to a person or the certificate generation is initiated, the
SSCD/QSCD shall be safely stored;

c) after SSCD/QSCD is assigned to a person or the SSCD/QSCD public key certificate is
generated, the private key activation data (PIN) and SSCD/QSCD unlock data (PUK) shall be
delivered in a protective envelope, which should be without any physical tear or any other
damage (thus ensuring that the cases of unauthorised viewing of the activation and unlock
data are found out before or during the delivery of the SSCD/QSCD to a person;

d) atthe time of issuing the SSCD/QSCD, the procedure for identification of the person shall be
carried out; the exact date and time (to the nearest minute) of the transfer of the SSCD/QSCD
shall be recorded;

e) the SSCD/QSCD shall be issued only to a person physically present in the RA; the SSCD/QSCD
shall not be sent or transferred to the user through any other channels.
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6.1.3 Issue of the CA public key to the users

The CA shall distribute its public key, which corresponds to the created personal certificates and private
key used to sign the CRL, to the users in the folowing manner:

a) the certificate is placed in a publicly accessible repository;

b) the certificate is distributed together with software enabling to use the CA services.
6.14 Key lengths
The CA shall generate keys of the following lengths:
RSA keys of the Root Certification Authority shall be of length 4096 bits;
RSA keys of the Issuing Certification Authority shall be of not less than 2048 bits length;
The lengths of keys generated for persons shall be of not less than RSA 2048 bits or ECC 256.
6.1.5 Hardware/software key generation

The CA keys shall be generated by hardware security modules (cryptographic modules), which meet
the CP requirements.

Personal keys shall be generated only using hardware.

6.2.Private Key Protection

The CA and applicants for certificates creation shall use reliable systems for private key generation and
back-up, which protect private key against loss, disclosure, change or unauthorised use. The CA, which
generates keys and produces the SSCD/QSCD, upon request of persons, must ensure their secure issue
to the applicants and obligate them to protect their private keys.

The CA certificate provision function shall be performed by the following TSP device — ncipher netHSM
2000, Thales nShield Connect HSM 1500+, ncipher nShield F3 500 PCI, nchiper nShield F3 2000 PCI,
which meets FIPS 140-2 Level 3 Certified requirements. Certificate No: 2148, 1195, 1708, 1198, 1741.
HSMs shall be used in accordance with the requirements laid down by the manufacturer, i.e. encryption
algorithms, key lengths, etc. Key generation procedures shall be performed according to the
manufacturer’s requirements.

6.2.1 Cryptographic module standards
Hardware security modules (cryptographic modules) used by the CA shall have the rating not lower
than EAL 4 or higher standard in accordance with ISO/IEC 15408, or equivalent national or

internationally recognized evaluation criteria for IT security; or the requirements identified in ISO/IEC
19790 or FIPS PUB 140-2 level 3.
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The CA shall produce to persons the SSCDs/QSCDs, which are compliant with the requirements for a
qualified electronic signature creation device (Article 29, Article 30 and Article 51 (1) of eIDAS) and the
requirements for a qualified electronic seal creation device (Article 39(1,2) and Articlke 51 of eIDAS).

6.2.2 Requirements for private key storage

The CA private keys may be recovered and their back-ups stored only using systemic cards, which are
interconnected with cryptographic hardware and each of which contains a fragment of encryption key,
which is used for encrypting the CA private key back-up.

The CA shall not make back-ups of the generated personal private keys.

6.2.3 Recovery of the CA private key

The CA private keys shal be recovered using systemic cards, which are interconnected with
cryptographic equipment and each of which contains part of a cryptographic key used for encoding the
CA private key back-up. Recovery of the CA private keys shall be analogous to the CA key generation.

6.24 Private key transfer into cryptographic module

Since the CA at each hierarchy level has a separate cryptographic module, a key shall be transferred
into the module and out of the module only in case of private key recovery and its back-up.

6.2.5 Activation of private key

Private key shall be activated (access opened to the key) at any time in case of a need. The activated
key may be used until it is de-activated.

Activation and de-activation depends on the key keeper, on the importance of data protected with the
key and on whether this key is activated for one operation, session or for unlimited time.

The CA private key used for signing private certificates and the CRL, which is generated in cryptographic
module, shall exist until it is physicaly destroyed or deleted. Activation of private key shall always start
with verification of authenticity of a security officer. For this purpose, an electronic identification card
shall be used, which is possessed only by the security administrator. When a card is put in the
cryptographic module and PIN is entered, private key shall be active until the card is taken out. Each
activation of the CA private key shall be recorded in a secure Operation Log.

Private key of the certificate owner, which is stored by the CA in the SSCD/QSCD produced for it, shall
be activated by PIN.

6.2.6 De-activation of private key
The CA private key shall be de-activated after every key activity session. For this purpose, identification

card of the security administrator shall be removed from hardware cryptographic module. Every de-
activation of private key shal be recorded in a secure Operation Log.
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6.2.7 Destruction of private key

Destruction of the CA private key shall mean a physical destruction of media where this key is stored.
Each destruction case of private key shall be recorded in a secure Operation Log.

6.2.8 Key use period

Validity period of public key (as well as of private key) shall be indicated in every certificate (see Chapter
7).

Validity period of the key belonging to the Root Certification Authority shall be 27 (twenty-seven) years.
Validity period of the key belonging to the Issuing Certification Authority shall be 9 (nine) years.

Validity period of certificates (including keys) created for persons shall be from 1 (one) year to 5 (five)
years.

The date when certificates come into force shall usually coincide with the date on which the certificates

are created. It shall be prohibited to indicate in the certificates that the period of their validity
commences earlier or later than their creation date.

6.3.Hardware Safety

Hardware of the CA and other authorities shall be protected using the following measures:
a) mandatory registration measures provided at the level of operational system and applications;
b) access control measures;
c) colection of data necessary for connection verification;
d) enabling to distinguish between responsibiities and roles permitted in the system;
e) measures for identification and authentication of the positions of connecting persons;

f) cryptographic information protection measures when information is transferred through the
network or is stored in the databases;

g) archive on hardware and measures for recording the data management history for control
purposes;

h) reliable measures for recording changes in staff and their responsibiities and roles;

i) measures for the management and information on the unauthorised access to hardware
resources.
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6.4.Life Cycle of Technical Control

Life cycle of technical control shal include the CA system creation and management security control.
System security shall be associated with the creation environment, staff, security of creation devices,
configuration management during the system maintenance.

6.4.1 Systemcreation control

Every application shall be signed with e-signature before installation into the CA computer system. Ths
wil enable control of their versions and protection against impermissible extensions or falsifications.

Similar strict rules shall apply in case of hardware. A particular attention shall be paid to:

a) evaluation of the route for the delivery of hardware or its components to its implementation
place and keeping its track (this is particularly important in case of hardware cryptographic
modules);

b) hardware to be used for changes is delvered to the due place similarly to the original
hardware; changes are done by the reliable and skiled staff in line with the security rules
established by the CA.

6.4.2 Control of observing the security requirements

The aim of controling how the security requirements are observed shall be to ensure proper operation
of the CA system and maintenance of the approved configuration.

Changes in the system configuration when it is modified or updated shall be recorded and controlled.
Changes in the system configuration shall be performed in line with the security rules established by
the CA.

Control measures used by the CA provide for continuous checking of software integrity, version and
authentictty.

6.5.Network Safety

The CA system shall realise the architecture of severalsafety levels. Access through the Internet to any
system segment shall be secured with firewall of LST ISO/IEC 15408 E4 security level and a system for
protection against intrusions. The Root Certification Authority shall be operating in offline regime.

6.6.Cryptographic Module Engineering Controls

Cryptographic module engineering controls shall include the requirements, which must be followed
when creating, producing and transporting a module to the destination.

The CA must ensure that:

a) HSM has not been tampered with before the delivery;
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b) HSM is protected against damages when it is used for trust service practices;

c) cryptographic equipment used for signing the certificates, CRL lists, OCSP notifications and
other important information is working properly;

d) when the HSM usage period expires, keys in HSM are destroyed.

The CA shall use cryptographic modules, which meet the requirements of at least FIPS 140-3 and
Common Criteria EAL 4+.
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7. PROFILES OF CERTIFICATE AND THE CRL
The certfificates created shall comply with the requirements of ETSI EN 319 422 v1.1.1 Time-stamping
protocol and electronic time-stamp profies and ETSI EN 319 412 Certificate Profiles standards.

7.1.Profile of the Root CA Certificate

X.509 V1 Critical | Attribute Description

main fields

Version V3

Serial number Automatically created by the root CA

Signature shaZ56RSA

algorithm

Issuer CN = RCSC RootCA
OU = RCSC
O = VI Registru centras- k. 124110246
C=1LT

Vald from Issue date

Valid to Issue date + 27 years

Subject CN = RCSC RootCA
OU = RCsC
O = VI Registru centras- k. 124110246
C=1LT

Public key RSA (4096 Bits)

X.509V3

Extensions

Subject Key No the 160 bit hash value of RCSC RootCA publc

Identifier key

CA Version No Vo.0

Key Usage Yes Certificate Signing, Off-lne CRL Signing, CRL
Signing (06)

Basic Yes Subject Type=CA

Constraints Path Length Constraint=None

7.2.Profile of the Root CA OCSP Response Signing Certificate

X.509 V1 Critical | Attribute Description
main fields
Version V3
Serial number Automaticaly created by the root CA
Signature sha256RSA
algorithm
Issuer CN = RCSC Root(A
OU = RCSC
O = VI Registru centras- ik. 124110246
C=LT
Vald from Issue adate
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Valid to Issue date +6 years
Subject CN = RCSC RootCA OCSP or RCSC IssuingCA-
2 OCSP
OU = RCSC
O = VI Registru centras - ik. 124110246
C=1LT
Public key RSA (2048 Bits), RSA (3072 Bits), RSA (4096
Bits)
X.509V3
Extensions
Subject Key No Key Identifier the 160 bit hash value of OCSP for RCSC
Identifier RootCA publc key
Authority Key No Key Identifier the 160 bit hash value of RCSC RootCA publc
Identifier key
Certificate No Policy Identifier 1.3.6.1.4.1.30903.1.1.7
Policies Policy Qualifier http.//www.rcsc. k/repository
Id=CPS
Key Usage Yes Digital Signature (80)
Enhanced Key | No OCSP Signing (1.3.6.1.5.5.7.3.9)
Usage

7.3.Profile of the Issuing CA Certificate

X.509 V1 Critical | Attribute Description
main fields
Version V3
Serial number Automatically created by Root CA
Signature sha256RSA
algorithm
Issuer CN = RCSC RootCA
OU = RCSC
O = VI Registru centras- k. 124110246
C=1LT
Vald from Issue date
Vald to Issue date +9 years
Subject CN = RCSC IssuingCA or RCSC IssuingCA-2
OU = RCSC
O = VI Registru centras- k. 124110246
C=1LT
Public key RSA (2048 Bits), RSA (4096 Bits)
X.509V3
extensions
Subject Key No Key Identifier the 160 bit hash value of RCSC IssuingCA or
Identifier RCSC IssuingCA-2 public key
CA Version No V0.0
Certfficate No Policy Identifier 2.5.29.32.0
Policies Policy Qualifier http.//www.rcsc. k/repository
1d=CPS
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Certfficate No System tempilate identifier
Template Name
Authority Key No Key Identifier the 160 bit hash value of RCSC RootCA public
Identifier key
CRL Distribution | No Distribution Point http.//csp2.resc. b/cap/RCSC_RootCA.al
Points Name
Authority No Access Method=0n- | Attp.//ocsp2.resc. b/ocspresponder. resc
Information line Certificate
Access Status Protocol
(1.3.6.1.5.5.7.48.1)
Access http.//csp2.resc. b/aia/RCSC_RootCA. crt
Method=Certification
Authority Issuer
(1.3.6.1.5.5.7.48.2)
Basic Yes Subject Type=CA
Constraints Path Length Constraint=None
Key Usage Yes Certificate Signing, Off-lne CRL Signing, CRL
Signing (06)

7 .4.Profile of the Issuing CA OCSP Response Signing Certificate

X.509V1 Critical | Attribute Description

main fields

Version V3

Serial number Automatically created by the root CA

Signature sha256RSA

algorithm

Issuer CN = RCSC IssuingCA or RCSC IssuingCA-2
OU = RCSC
O = VI Registru centras- k. 124110246
C=LT

Vald from Issue date

Valid to Issue date + 3 years

Subject CN = RCSC IssuingCA OCSP or RCSC
IssuingCA-2 OCSP
OU = RCsC
O = VI Registru centras- k. 124110246
C=LT

Public key RSA (2048 Bits), RSA (3072 Bits), RSA (4096
Bits)

X.509 V3

extensions

Subject Key No Key Identifier the 160 bit hash value of OCSP for RCSC

Identifier IssuingCA or RCSC IssingCA-2 public key

Authority Key No Key Identifier the 160 bit hash value of RCSC IssuingCA or

Identifier RCSC IssingCA-2 public key

No Policy Identifier 1.3.6.1.4.1.30903.1.1.7
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Usage

Certfficate Policy Qualifier http.//www. rcsc. k/repository

Policies Id=CPS

Key Usage Yes Digital Signature, Non-Repudiation (c0)
Enhanced Key No OCSP Signing (1.3.6.1.5.5.7.3.9)

7.5.Profiles of Qualified Certificates for Validation of Electronic Signatures

751 Profile of a qualified electronic signature certificate with recorded e-mail
address
X.509 V1 Critical | Attribute Description
main fields
Version V3
Serial number Automaticaly created, unigue serial number
of a certificate sued by ksuing CA
Signature sha256RSA or sha256ECC
algorithm
Issuer CN = RCSC IssuingCA or RCSC IssingCA-2
OU = RCSC
O = VI Registru centras- k. 124110246
C=1LT
Valid from Issue date
Vald to Issue date + 1-3 years (RSA 2048 bits)
Issue date + 3-5 years (ECC 256 bits)
Subject Serial Number=Personal number
CN= name and surname
G = a person’s name
SN = a person's surname
C=LT
=F-mail address
Public key RSA (2048 Bits) or ECC (256 Bits)
X.509V3
extensions
Subject No RFC822 Name=e-mail address
alternative
name
Subject Key No Key Identifier the 160 bit hash value of person’s publc key
Identifier
Authority Key No Key Identifier the 160 bit hash value of RCSC IssuingCA or
Identifier RCSC IssingCA-2 public key
CRL Distribution | No Distribution Point http.//csp2. resc. t/cap/RCSC IssuingCA.crl or
Points Name http.//csp2.resc. b/cdp/RCSC _IssuingCA-2. crl
Authority No Access Method=0n- | Attps.//ocsp2.rcsc. b/ocspresponder.rcsc
Information line Certificate
Access Status Protocol
(1.3.6.1.5.5.7.48.1)
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Access http.//csp2.resc. #/aia/RCSC IssuingCA. crt or
Method=Certfification | Attp.//csp2.rcsc. k/aia/RCSC_IssuingCA-2.crt
Authority Issuer
(1.3.6.1.5.5.7.48.2)
Certificate No Template Systemic template identifier
Template
Information
Certfficate No Policy Identifier 1.3.6.1.4.1.30903.1.1.7
Policies Policy Qualfier http.//www.rcsc. k/repository
Id=CPS
Application No Application Polcy Identifier=Document Signing
Policies Certificate Policy Polcy Identifier=Secure Emai
Qualfied No EU Qualified Id-etsi-gcs-QcCompliance (0.4.0.1862.1.1)
Certfficate Certfficate
Statement statement
SSCD statement id-etsi-gcs-QcSSCD (0.4.0.1862.1.4)
Key Usage Yes Digital Signature, Non-Repudiation (c0)
Enhanced Key | No Document Signing (1.3.6.1.4.1.311.10.3.12)
Usage Secure Email (1.3.6.1.5.5.7.3.4)

7.5.2 Profile of a qualified electronic seal certificate with recorded e-mail
address
X.509 V1 Critical | Attribute Description
main fields
Version V3
Serial number Automaticaly created, unigue serial number
of a certificate ssued by suing CA
Signature sha256RSA or sha256ECC
algorithm
Issuer CN = RCSC IssuingCA or RCSC IssingCA-2
OU = RCsC
O = VI Registru centras- k. 124110246
C=1LT
Vald from Issue date
Vald to Issue date + 1-3 years (RSA 2048 bits)
Issue date + 3-5 years (ECC 256 bits)
Subject Serial Number= Legal entity code
CN= Legal entity name
C=LT
=F-mail address
Public key RSA (2048 Bits) or ECC (256 Bits)
X.509Vv3
extensions
Subject No RFC822 Name=E-mail address
alternative
name
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Subject Key No Key Identifier the 160 bit hash value of person’s public key
Identifier
Authority Key No Key Identifier the 160 bit hash value of RCSC IssuingCA or
Identifier RCSC IssingCA-2publc key
CRL Distribution | No Distribution Point http.//csp2. resc. t/cap/RCSC IssuingCA.crl or
Points Name http.//csp2.resc. b/cdp/RCSC _IssuingCA-2. crl
Authority No Access Method=0n- | Attps.//ocsp2. resc. b/ocspresponder.resc
Information line Certificate
Access Status Protocol
(1.3.6.1.5.5.7.48.1)
Access http.//csp2. resc. #/aia/RCSC IssuingCA. crt or
Method=Certfification | Attp.//csp2.rcsc. k/aia/RCSC_IssuingCA-2.crt
Authority Issuer
(1.3.6.1.5.5.7.48.2)
Certificate No Template Systemic template identifier
Template
Information
Certificate No Policy Identifier 1.3.6.1.4.1.30903.1.1.7
Policies Policy Qualifier http.//www.rcsc. k/repository
Id=CPS
Application No Application Polcy Identifier=Document Signing
Policies Certificate Policy Polcy Identifier=Secure Emai
Qualified No EU Qualified Id-etsi- gcs-QcCompliance (0.4.0.1862.1.1)
Certfficate Certificate
Statement statement
SSCD statement id-etsi-gcs-QcSSCD (0.4.0.1862.1.4)
Qualified Certificate | id-etsi-gcs-QcType (0.4.0.1862.1.6)
Type id-etsi-gct-eseal (0.4.0.1862.1.6.2)
Key Usage Yes Digital Signature, Non-Repudiation (c0)
Enhanced Key | No Document Signing (1.3.6.1.4.1.311.10.3.12)
Usage Secure Email (1.3.6.1.5.5.7.3.4)

7.5.3. Profile of a qualified electronic seal certificate in a non-qualified device

X.509 V1 Critica Attribute Description
main fields |
Version V3

Serial number

Automaticaly created, unigue seria/
number of a certificate ssued by ssuing
CA

Signature sha256RSA or sha256ECC
algorithm
Issuer CN = RCSC IssuingCA or RCSC IssingCA-2

OU = RCsC
O = VI Registru centras - k. 124110246
C=1LT
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Valid from Issue date
Vald to Issue date + 1-3 years (RSA 2048 bits)
Issue date + 3-5 years (ECC 256 bits)
Subject Serial Number= Legal person’s registration
number
CN= Legal person’s name
C=LT
=F-mail address
Public key RSA (2048 Bits) or ECC (256 Bits)
X.509V3
extensions
Subject No RFC822 Name= e-mail address
alternative
name
Subject Key No Key Identifier the 160 bit hash value of person’s public
Identifier key
Authority Key No Key Identifier the 160 bit hash value of RCSC IssuingCA
Identifier or RCSC IssingCA-2 publc key
CRL No Distribution Point http.//csp2. resc. t/cap/RCSC IssuingCA. crl
Distribution Name or http.//csp2.resc. t/cap/RCSC _IssuingCA-
Points 2.crl
Authority No Access https.//ocsp2. resc. k/ocspresponder.rcsc
Information Method=0n-line
Access Certificate Status
Protocol
(1.3.6.1.5.5.7.48.1
)
Access http://csp2. resc. t/aia/RCSC IssuingCA. crt
Method=Certificati or http.//csp2.resc. t/aia/RCSC _IssuingCA-
on Authority 2.crt
Issuer
(1.3.6.1.5.5.7.48.2
)
Certificate No Template Systemic template identifer
Template
Information
Certificate No Policy Identifier 1.3.6.1.4.1.30903.1.1.7
Policies
Policy Qualffier http.//www. rcsc. k/repository
1d=CPS
Application No Application Polcy Identifier=Document Signing
Policies Certificate Policy Polcy Identifier=Secure Emai
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Qualified No EU Qualified Id-etsigcs-QcCompliance (0.4.0.1862.1.1)
Certificate Certificate
Statement statement
Qualified id-etsi-gcs-QcType (0.4.0.1862.1.6)
Certificate Type d-etsigct-eseal (0.4.0.1862.1.6.2)
Key Usage Yes Digital Signature, Non-Repudiation (c0)
Enhanced No Document Signing
Key Usage (1.3.6.1.4.1.311.10.3.12)
Secure Email (1.3.6.1.5.5.7.3.4)
754 Profile of a qualified certificate without recorded e-mail address
X.509 V1 Critical | Attribute Description
main fields
Version V3
Serial number Automaticaly created, unigue serial number
of a certificate ssued by suing CA
Signature sha256RSA or sha256ECC
algorithm
Issuer CN = RCSC IssuingCA or RCSC IssingCA-2
OU = RCsC
O = VI Registru centras- k. 124110246
C=1LT
Vald from Issue date
Vald to Issue date + 1-3 years (RSA 2048 bits)
Issue date + 3-5 years (ECC 256 bits)
Subject Serial Number=Personal number
CN= name and surname
G = a person'’s name
SN = a person’s surname
C=LT
Public key RSA (2048 Bits) or ECC (256 Bits)
X.509Vv3
extensions
Subject Key No Key Identifier the 160 bit hash value of person’s public key
Identifier
Authority Key No Key Identifier the 160 bit hash value of RCSC IssuingCA or
Identifier RCSC IssingCA-2 public key
CRL Distribution | No Distribution Point http.//csp2. resc. b/cap/RCSC IssuingCA.crl or
Points Name http.//csp2.resc. b/cdp/RCSC _IssuingCA-2. crl
Authority No Access Method=0n- | Attps.//ocsp2.rcsc. b/ocspresponder.rcsc
Information line Certificate
Access Status Protocol
(1.3.6.1.5.5.7.48.1)
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Access http.//csp2.resc. t/aia/RCSC IssuingCA. crt or
Method=Certfification | Attp.//csp2.rcsc. k/aia/RCSC_IssuingCA-2.crt
Authority Issuer
(1.3.6.1.5.5.7.48.2)
Certificate No Template Systemic template identifier
Template
Information
Certfficate No Policy Identifier 1.3.6.1.4.1.30903.1.1.7
Policies Policy Qualfier http.//www.rcsc. k/repository
Id=CPS
Application No Application Polcy Identifier=Document Signing
Policies Certificate Policy Polcy Identifier=Secure Emai
Qualfied No EU Qualified Id-etsi-gcs-QcCompliance (0.4.0.1862.1.1)
Certfficate Certfficate
Statement statement
SSCD statement id-etsi-gcs-QcSSCD (0.4.0.1862.1.4)
Key Usage Yes Digital Signature, Non-Repudiation (c0)
Enhanced Key | No Document Signing (1.3.6.1.4.1.311.10.3.12)
Usage Secure Email (1.3.6.1.5.5.7.3.4)

7.5.5 Profile of a qualified certificate of a legal entity’s employee

X.509 V1 Critical Attribute Description

main fields

Version V3

Serial number Automaticaly created, unigue serial
number of a certificate ssued by ssuing
CA

Sighature sha256RSA or sha256ECC

algorithm

Issuer CN = RCSC IssuingCA or RCSC IssingCA-2
oU = RCsSC
O = VI Registru centras - ik. 124110246
C=1LT

Valid from Issue date

Valid to Issue date + 1-3 years (RSA 2048 bits)
Issue date + 3-5 years (ECC 256 bits)

Subject Serial Number=a given unique identifier*
CN= name and surname
G = a person’s name
SN = a person's surmame
OU= a division’s name
O=a kgal entity’s name
C=LT
E= E-mai address

Public key RSA (2048Bits) or ECC (256 Bits)
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X.509V3
extensions
Subject No RFC822 Name=E-mail address
alternative
name
Subject Key No Key Identifier the 160 bit hash value of person’s public
Identifier key
Authority Key No Key Identifier the 160 bit hash value of RCSC IssuingCA
Identifier or RCSC IssingCA-2 public key
CRL No Distribution Point http://csp2. resc. t/cap/RCSC IssuingCA. crl
Distribution Name or http.//csp2.resc. b/cap/RCSC._IssuingCA-
Points 2.crl
Authority No Access https.//ocsp2. resc. k/ocspresponder.rcsc
Information Method=0n-line
Access Certificate Status
Protocol
(1.3.6.1.5.5.7.48.1
)
Access http://csp2.resc. t/aia/RCSC IssuingCA. crt
Method=Certificati or http.//csp2.resc. t/aia/RCSC._IssuingCA-
on Authority 2.crt
Issuer
(1.3.6.1.5.5.7.48.2
)
Certificate No Template Systemic template identifier
Template
Information
Certificate No Policy Identifier 1.3.6.1.4.1.30903.1.1.7
Policies Policy Qualifier http.//wwwi. rcsc. t/repository
1d=CPS
Application No Application Polcy Identifier=Document Signing
Policies Certificate Policy Polcy Identifier=Secure Emai
Qualified No EU Qualified Id-etsi-pcs-QcComplance (0.4.0.1862.1.1)
Certificate Certificate
Statement statement
SSCD statement id-etsiFgcs-QcSSCD  (0.4.0.1862.1.4)
Key Usage Yes Digital Signature, Non-Repudiation (c0)
Enhanced No Document Signing
Key Usage (1.3.6.1.4.1.311.10.3.12)
Secure Email (1.3.6.1.5.5.7.3.4)

* The given unigue identifier & created from a kegal entity code and payroll number of its employee.
The generated unigue identifer & as follows — XXXXXXXXXXX (which & a kegal entity code in the
Register of Legal Entities) / YYYY (which & a payrol number of a kegal entity’s employee).
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7.6.Profiles of Certificates for Secure Authentication

7.6.1 Profile of a signature certificate for secure authentication with
recorded e-mail address
X.509V1 Critical | Attribute Description
main fields
Version V3
Serial number Automaticaly created, unigue serial number
of a certificate lssued by suing CA
Signature sha256RSA or sha256ECC
algorithm
Issuer CN = RCSC IssuingCA or RCSC IssingCA-2
OU = RCSC
O = VI Registru centras- k. 124110246
C=1LT
Vald from Issue date
Vald to Issue date + 1-3 years (RSA 2048 bits)
Issue date + 3-5 years (ECC 256 bits)
Subject Serial Number=Personal number
CN= name and surname
G = a person's name
SN = a person’s surname
C=LT
E=E-mail address
Public key RSA (2048 Bits) or ECC (256 Bits)
X.509Vv3
extensions
Subject No RFC822 Name=e-mail address
alternative
name
Subject Key No Key Identifier the 160 bit hash value of person’s publc key
Identifier
Authority Key No Key Identifier the 160 bit hash value of RCSC IssuingCA or
Identifier RCSC IssingCA-2 public key
CRL Distribution | No Distribution Point http.//csp2. resc. t/cap/RCSC IssuingCA. crl or
Points Name http.//csp2.resc. /cdp/RCSC _IssuingCA-2.crl
Authority No Access Method=0n- | Attps.//ocsp2.rcsc. b/ocspresponder.rcsc
Information line Certificate
Access Status Protocol
(1.3.6.1.5.5.7.48.1)
Access http.//csp2. resc. b/aia/RCSC IssuingCA. crt or
Method=Certification | Attp.//csp2.rcsc. b/aia/RCSC_IssuingCA-2. crt
Authority Issuer
(1.3.6.1.5.5.7.48.2)
Certificate No Template Systemic template identifier
Template
Information
No Policy Identifier 1.3.6.1.4.1.30903.1.1.7
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Certfficate Policy Qualifier http.//www. rcsc. k/repository
Policies Id=CPS
Application No Application Polcy Identifier=Clent Authentication
Policies Certificate Policy
Key Usage Yes Digital Signature (80)
Enhanced Key No Cllent Authentication (1.3.6.1.5.5.7.3.2)
Usage

7.6.2 Profile of a seal certificate for secure authentication with recorded
electronic mail address
X.509V1 Critical | Attribute Description
main fields
Version V3
Serial number Automatically created, unigue serial number
of a certificate ssued by suing CA
Signature sha256RSA or sha256ECC
algorithm
Issuer CN = RCSC IssuingCA or RCSC IssingCA-2
OU = RCSC
O = VI Registru centras- k. 124110246
C=LT
Vald from Issue date
Vald to Issue date + 2-3 years(RSA 2048 bits)
Issue date + 3-5 years (ECC 256 bits)
Subject Serial Number= Legal entity code
CN= Legal entity name
C=LT
E=E-mail address
Public key RSA (2048 Bits) or ECC (256 Bits)
X.509V3
extensions
Subject No RFC822 Name=e-mail address
alternative
name
Subject Key No Key Identifier the 160 bit hash value of person’s public key
Identifier
Authority Key No Key Identifier the 160 bit hash value of RCSC IssuingCA or
Identifier RCSC IssingCA-2 public key
CRL Distribution | No Distribution Point http.//csp2. resc.t/cap/RCSC 1ssuingCA.crl or
Points Name http.//csp2.resc. b/cdp/RCSC _IssuingCA-2. crl
Authority No Access Method=0n- | Attps.//ocsp2.rcsc. b/ocspresponder.rcsc
Information line Certificate
Access Status Protocol
(1.3.6.1.5.5.7.48.1)
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Access http.//csp2. resc. t/aia/RCSC IssuingCA. crt or
Method=Certfification | Attp.//csp2.rcsc. k/aia/RCSC_IssuingCA-2.crt
Authority Issuer
(1.3.6.1.5.5.7.48.2)
Certificate No Template Systemic template identifier
Template
Information
Certfficate No Policy Identifier 1.3.6.1.4.1.30903.1.1.7
Policies Policy Qualfier http.//www.rcsc. k/repository
Id=CPS
Application No Application Polcy Identifier=Clent Authentication
Policies Certificate Policy
Key Usage Yes Digital Signature (80)
Enhanced Key | No Clent Authentication (1.3.6.1.5.5.7.3.2)
Usage

7.6.3 Profile of a certificate for secure authentication without recorded e-
mail address
X.509 V1 Critical | Attribute Description
main fields
Version V3
Serial number Automaticaly created, unigue serial number
of a certificate sued by suing CA
Signature sha256RSA or sha256ECC
algorithm
Issuer CN = RCSC IssuingCA or RCSC IssingCA-2
OU = RCSC
O = VI Registru centras- ik. 124110246
C=LT
Valid from Issue date
Vald to Issue date + 1-3 years (RSA 2048 bits)
Issue date + 3-5 years (ECC 256 bits)
Subject Serial Number=Personal number
CN= name and surname
G = a person's name
SN = a person's surmame
C=LT
Public key RSA (2048 Bits) or ECC (256 Bits)
X.509Vv3
extensions
Subject Key No Key Identifier the 160 bit hash value of person’s publc key
Identifier
Authority Key No Key Identifier the 160 bit hash value of RCSC IssuingCA or
Identifier RCSC IssingCA-2 public key
CRL Distribution | No Distribution Point http.//csp2. resc. t/cdp/RCSC IssuingCA. crl or
Points Name http.//csp2.resc. b/cdp/RCSC IssuingCA-2. crl
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Authority No Access Method=0n- | Attps.//ocsp2.rcsc. k/ocspresponder.rcsc
Information line Certificate
Access Status Protocol
(1.3.6.1.5.5.7.48.1)
Access http.//csp2.resc. b/aia/RCSC IssuingCA.crt or
Method=Certfification | Attp.//csp2.rcsc. t/aia/RCSC_IssuingCA-2.crt
Authority Issuer
(1.3.6.1.5.5.7.48.2)
Certfficate No Template Systemic tempilate identifier
Template
Information
Certificate No Policy Identifier 1.3.6.1.4.1.30903.1.1.7
Policies Policy Qualifier http.//www.rcsc. k/repository
Id=CPS
Application No Application Polcy Identifier=Clent Authentication
Policies Certificate Policy
Key Usage Yes Digital Signature (80)
Enhanced Key | No Clent Authentication (1.3.6.1.5.5.7.3.2)
Usage

7.6.4 Profile of a certificate for secure authentication of a legal entity’s
employee signature

X.509 V1 Critical Attribute Description

main fields

Version V3

Serial number Automaticaly created, unigue serial
number of a certificate ssued by ssuing
CA

Signature sha256RSA or sha256ECC

algorithm

Issuer CN = RCSC IssuingCA or RCSC IssingCA-2
OU = RCSC
O = VI Registru centras - ik. 124110246
C=1LT

Valid from Issue date

Valid to Issue date + 1-3 years (RSA 2048 bits)
Issue date + 3-5 years (ECC 256 bits)

Subject Serial Number= a given unique identifier*
CN= name and surname
G = a person’s name
SN = a person’s surname
OU= a division’s name
O= a kgal entity’s name
C=LT
E= E-mail address

Public key RSA (2048 Bits) or ECC (256 Bits)
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X.509V3
extensions
Subject No RFC822 Name=E-mail address
alternative
name
Subject Key No Key Identifier the 160 bit hash value of person’s public
Identifier key
Authority Key No Key Identifier the 160 bit hash value of RCSC IssuingCA
Identifier or RCSC IssingCA-2 publc key
CRL No Distribution Point http://csp2. resc. t/cap/RCSC IssuingCA. crl
Distribution Name or http.//csp2.resc. b/cap/RCSC._IssuingCA-
Points 2.crl
Authority No Access https.//ocsp2. resc. k/ocspresponder.rcsc
Information Method=0n-line
Access Certificate Status
Protocol
(1.3.6.1.5.5.7.48.1
)
Access http://csp2.resc. t/aia/RCSC IssuingCA. crt
Method=Certificati or http.//csp2.resc. t/aia/RCSC._IssuingCA-
on Authority 2.crt
Issuer
(1.3.6.1.5.5.7.48.2
)
Certificate No Template Systemic template identifier
Template
Information
Certificate No Policy Identifier 1.3.6.1.4.1.30903.1.1.7
Policies Policy Qualifier http.//wwwi. rcsc. t/repository
1d=CPS
Application No Application Polcy Identifier=Clent Authentication
Policies Certificate Policy
Key Usage Yes Digital Signature (80)
Enhanced No Cllent Authentication (1.3.6.1.5.5.7.3.2)
Key Usage

* The given unigue identifier & created from a kegal entity code and payrol number of its employee.
The generated unigue identifer & as follows — XXXXXXXXXXX (which & a kgal entity code in the
Register of Legal Entities) / YYYY (which & a payrol number of a kegal entity’s employee).

7.7.CRL Profiles

7.7.1 CRL profile of the Root CA
CRL main fields Attribute Description
Version V2
Issuer CN = RCSC Root(CA
oU = RCsC
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O = VI Registru centras- k. 124110246
C=1LT

Effective date

Issue date and time

Next update

Issue date and time + 6 months and 3 weeks

Signature algorithm

Sha256RSA

Revoked or suspended
certificates

Serial number

Serial number of the suspended or revoked certificate

Revocation date

Date and time when certificate was suspended or
revoked

CRL reason code

Reason for suspending or revoking the certificate

CRL Extensions

Authority Key Identifier Key the 160 bit hash value of RCSC RootCA publc key
Identifier

CA Version V0.0

CRL Number Created automatically by root CA

Next CRL Publish

Issue date and time + 6 months

7.7.2 CRL profile of the Issuing CA
CRL main fields Attribute Description
Version V2
Issuer CN = RCSC IssuingCA or RCSC IssingCA-2
OU = RCSC
O = VI Registru centras- k. 124110246
C=1LT
Effective date Issue date and time
Next update Issue date and time + 36 hours
Signature algorithm Sha256RSA
Revoked or suspended
certificates
Serial number Serial number of the suspended or revoked certificate
Revocation date Date and time when certificate was suspended or
revoked
CRL reason code Reason for suspending or revoking the certificate
CRL Extensions
Authority Key Identifier Key the 160 bit hash value of RCSC IssuingCA or RCSC
Identifier IssingCA-2 publc key
CA Version V0.0
CRL Number Created automatically by IssuingCA

Next CRL Publish

Issue date and time + 24 hours
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8. ADMINISTRATION OF THE CERTIFICATION PRACTICE STATEMENT
This chapter provides for the requirements on the CPS administration.

A new version shall be valid as of the date indicated on the cover page of the CPS. The up-to-date
version of the CPS shall be published in the repository on the Internet.

8.1.Procedures for Amending the CPS
The CPS may be amended in the event of inaccuracies observed, in case of a need to update the CPS,
or upon receipt of proposals from the related parties.

Amendments to the Statement shall fall into two categories:

a) substantial changes when users should be informed thereof and the CPS OID should be
amended;

b) insignificant changes when it is not mandatory to inform other parties thereof and the CPS
OIDis not changed.

When substantial changes are made, the first digit of a new CPS version and OID version element (the
last digit) shall be changed. When insignificant changes are made, the second and subsequent digits
of the new CPS version shall be changed.

Insignificant changes in the CPS shall be possible only in cases when they are of recommendatory,
explanatory or corrective nature, or when contact details of persons responsible for management of
the CPS have changed.

In other cases, changes shall be considered as substantial and their unique identifier shall be changed
with every amendment to the CPS. Changes shall be considered as substantial also in cases when they
alter the level of security of trust services.

The CPS shall be monitored, amended and approved under the procedure as follows:

a) the staff at the CA responsible for security policy shall revise the CPS every 1 (one) year as of
the last CPS revision date and make sure if the CPSis relevant. In case thereis a need to amend
the CPS, amendment of the CPS shall be initiated;

b) the CA or certificate users shall inttiate the CPS changes;

c) the staff at the CA responsible for security policy shall draft a new version of the CPS;

d) in all cases, the supervisory body shall be notified of a new version of the CPS and any changes
in the services provided by the CA: (1) any changes to the provision of qualified trust services
— immediately but not later than within 3 working days from the day, on which the changes

take place; (2) planned termination of operations — at least 9 months before the date of
termination of operations.
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9. DEFINITIONS AND ABBREVIATIONS

Activation data means the data (e.g. PIN code, password, biometric data, etc.) that must be entered
in order to use cryptographic module and private key. Activation data, lke private key, must be safely
and securely stored and not disclosed.

Advanced electronic signature means an electronic signature that meets the following
requirements: (1) it is uniquely linked to the signatory; (2) it is capable of identifying the signatory; (3)
it is created using electronic signature creation data that the signatory can, with a high level of
confidence, use under his sole control; and (4) it is linked to the data signed therewith in such a way
that any subsequent change in the data is detectable.

Authentication means the process of determining authenticity or personal identity if a user is who he
ckims to be, or if an object is the original one.

Authentication certificate means a certificate for identifying a person in the electronic environment,
which verifies or enables to determine identity of a person in the electronic environment.

Authenticator means a competent natural person who holds signature creation device and uses
signature creation data for self-authentication in the electronic environment.

Certificate means an electronic certificate, which associates public key (signature verification data)
with the signatory and verifies or enables to determine identity of the signatory.

Certificate owner (subject) means a natural person whom (on behalf of whom) a certificate is
created. In case of qualfied certificates, the certificate owner shall be the signatory, whie in case of
authentication certificate — the authenticator.

Certificate Revocation List (CRL) meansa list of certificates that have been suspended or revoked,
which is periodically (or urgently) issued and signed by the Centre of Registers. Such a list usualy
contains a name of the enterprise that made this list, date of making the list, the expected date of
issuing the next version of the list, serial numbers of the revoked certificates, the time of, and reasons
for, suspension or revocation of the certificates.

Certificate sequence means a set of certificates verifying signature of the signatory, which consists
of a signatory’s certificate, certificate of the service provider who created and signed the signatory’s
certificate and other in such a way related certificates of service providers (or none of them), ending
with the certificate of the service provider who creates and signs the certificate for himseff.

Certification Authority (CA) means a trust service provider who creates and manages persons’
certificates.

Certification Practice Statement (CPS) means the approved basic rules of operations of the Centre
of Registers that creates qualified certificates.
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Certification Service Provider (CSP) (Trust Service Provider) means a natural or a legal person
who provides one or more trust services.

Compromise means loss, theft, modfification, ilegal use or any other violation of the private key
security.

Creator of a seal means a legal person who creates an electronic seal.
Cryptographic module — see Hardware security module.

Electronic identification means the process of using person identification data in electronic form
uniquely representing etther a natural or legal person, or a natural person representing a legal person.

Electronic seal means data in electronic form, which is attached to or logically associated with other
data in electronic form to ensure the latter’s origin and integrity.

Electronic signature means data in electronic form, which is attached to or logically associated with
other data in electronic form and which are used by the signatory to sign.

Electronic time stamp means data in electronic form, which binds other data in electronic form to a
particular time establishing evidence that the latter data existed at that time.

Hardware security module (cryptographic security module) (HSM) means hardware and
software used for generation and storage of encryption key pairs — private and public keys — and/or
for creation of electronic signatures.

Key pair means a mathematically associated pair of cryptographic keys: private and public keys.

Private key means unique data that are used by a person to create the electronic signature/seal
(signature/seal creation data).

Public key means unique data, which is used for verification of electronic signature/seal
(signature/seal verification data).

Public Key Infrastructure (PKI) means structure, organisation, methods and procedures of the
cryptographic system of public keys based on certificates.

Qualified certificate for electronic seal means a certificate for an electronic seal that is issued by
a qualified trust service provider and meets the requirements laid down in eIDAS.

Qualified certificate for electronicsignature means a certificate for electronic signatures that is
issued by a qualified trust service provider and meets the requirements laid down in eIDAS.

Qualified Certificate (Electronic Signature and Electronic Seal) Policy (CP) means certificate

creation and use policy, prepared in accordance with the requirements laid down in eIDAS, defining
the rights and obligations of the Centre of Registers, the certificate owner and the parties relying on
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certificates. The Qualified Certificate Policy is selected by the signature users, whie approved and
implemented by the Centre of Registers. The Qualified Certificate Policy shall be developed on the
inttiative of the signature user group by the Centre of Registers or selected from the Lithuanian
Standard LST ETSI TS 101 456 “Strategic Requirements for Certification Services Providers Who Issue
Qualified Certificates”.

Qualified electronic seal means an advanced electronic seal, which is created by a qualfied
electronic seal creation device, and that is based on a qualified certificate for electronic seal.

Qualified electronic seal in a non-qualified device means an advanced electronic seal, which is
created by a non-qualified electronic seal creation device, and that is based on a qualified certificate
for electronic seal.

Qualified electronic seal owners means legal persons who use a qualfied electronic seal as
evidence that an electronic document was issued by a legal person, ensuring certainty of the
document’s origin and integrity.

Qualified electronicsignature means an advanced electronic signature that is created by a qualfied
electronic signature creation device, and which is based on a qualified certificate for electronic
signatures.

Qualified electronic signature certificate owners means natural persons who verify their
electronic signatures with qualified certificates created by the CA, or use the certificates for personal
authentication in the electronic environment.

Qualified Signature (Seal) Creation Device (SSCD/QSCD) means an electronic signature or
electronic seal creation device (configured software or hardware used to create an electronic signature
or electronic seal) that meets the requirements kid down in eIDAS for qualified electronic signature or
electronic seal creation devices and is included in the list published by the European Commission.

Qualified trust service provider means a trust service provider who provides one or more qualfied
trust services and is granted the qualified status by the supervisory body .

Registration Authority (RA) means a unt of the trust service provider or a separate legal entity that
has entered into agreement with the trust service provider, and is accepting and handling applications
of persons to create and revoke certificates and to withdraw suspension of the certificates.

Relying parties means natural or legal persons that rely upon an electronic identification (signature,
seal) or a trust service.

Repository means the repository of certificates and other information of the Trust Service Provider
accessed by users on-line at any time on the Internet site: www.rcsc.lt/repository/.

Signatory means a natural person having legal capacity who creates an electronic signature.
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Signature users mean persons who use electronic signature in their activities or receive the signed
data from other persons.

Subscriber means a (natural/legal) person entering into agreement with the CA on behalf of one or
more persons (certificate owners) whom a certificate for electronic signature or electronic seal is
created. A subscriber may at the same time be a certificate owner.

System (reliable certificate management system) means hardware and software, including
procedures, secured with adequate level against intrusion and ilegal use, which operate in a proper
and reliable manner, set to execute the intended functions, enabling to implement the established
safety rules.

Time-Stamping Authority (TSA) means a service provider providing time-stamping services.

Trust service means an electronic service provided for remuneration which includes: (1) the creation,
verification, and validation of electronic signatures, electronic seals or electronic time stamps; (2) the
creation, verification and validation of certificates for website authentication; and (3) the preservation
of electronic signatures, seals or certificates related to those services.

Users means certificate owners and parties relying on certificates.

CA - Certification Authority of the Centre of Registers, which manages the folowing
certification authorities: the Root CA — RCSC RCA and the Issuing CA — RCSC ICA (they
both make the CA).

CDB - Certificate data base

CP - Qualified Certificate (Electronic Signature and Electronic Seal) Policy the State Enterprise
centre of Registers

CPS — Certification Practice Statement the State Enterprise centre of Registers

CSP - Trust Service Provider

CRL - Certificate Revocation List

DN - Distinguished Name

ETSI - European Telecommunication Standardisation Institute

FIPS — Federal Information Processing Standards

IDS — Intrusion Detection System

LAN - Local Area Network
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LST- Lithuanian Standards Board

OID - Object Identifier

OCSP - Online Certificate Status Protocol

PIN - Personal Identification Number

PKI — Public Key Infrastructure

QSCD - Qualified Signature (Seal) Creation Device

RA - Registration Authority of the Centre of Registers — Customer Service Units of the Centre

of Registers and external organisations, with which appropriate function delegating
agreements were concluded

RCSC- See CA

RFC - Request For Comments Authority
RSA - Rivest-Shamir-Adleman algorithm
SHA-1 — Secure Hash Algorithm 1
SHA-256 - Secure Hash Algorthm 256

UPS — Uninterrupted Power Supply

TSP - Time-Stamping Policy

TSPS — Time-Stamping Practice Statement
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1 ETSIEN 319 403
2 ETSIEN 319 401
3 ETSIEN 319 411
4 ETSIEN 319 412
5 ETSIEN 319 421
6 ETSIEN 319 422
7 ETSITR119 100
8 ETSITS119 101
9 ETSITR 119 300
10 ETSITS119 312
11 ETSITR 119 600
12 ETSITS119 612
13 ISO/IEC 19790:2012
14 FIPS PUB 140-3
15 FIPS 112
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ETSI EN 319 403: Requirements for conformity assessment
bodies assessing Trust Service Providers;

ETSI EN 319 401 General Policy Requirements for Trust Service
Providers;

ETSIEN 319 411 Policy and security requirements for Trust Service
Providers issuing certificates

ETSIEN 319 412 Certificate Profiles

ETSI EN 319 421 Policy and Security Requirements for Trust Service
Providers issuing Electronic Time-Stamps

ETSI EN 319 422 Time-stamping protocol and electronic time-stamp
profiles

ETSITR 119 100 on Guidance on the use of standards for signatures
creation and validation

ETSITS 119 101 Policy and security requirements for applications for
signature creation and signature validation

ETSI TR 119 300 Guidance on the use of standards for cryptographic
suites

ETSI TS 119 312 Cryptographic Suttes

ETSI TR 119 600 Guidance on the use of standards for trust service
status lists providers

ETSITS 119 612 Trusted Lists

Information Technology — Security Techniques — Security
Requirements for Cryptographic Modules.

Security Requirements for Cryptographic Modules.
http://www. nist.gov/cmvp.

Password Usage. http://csrs.nist.gov/.
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16 ITU-T Recommendation X.509 — Information Technology — Open System
Interconnection — The Directory: Authentication Framework, June
1997 (equivalent ISO/IEC9594-8).
17 VeriSign CPS - VeriSign Certification Practice Statement. http://www.verisign.com.
18 LST ISO/IEC Information technology — Security techniques — Evaluation criteria for
15408:1999(E) IT security.
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